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1	Decision/action requested
It is proposed to add the following solution to the TR in [1]
2	References
[1]	3GPP TR 33.857: "Study on enhanced security support for Non-Public Networks"
3	Rationale
This document proposes a new solution to key issue #2 (Provisioning of credentials) for SNPN credentials using AKMA to setup security between the UE and the PS.  

4	Detailed proposal
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[bookmark: _Toc513475453][bookmark: _Toc48930870][bookmark: _Toc49376119][bookmark: _Toc63086478]6.Y.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.
This solution addresses key issue #2 (Provisioning of credentials) for SNPN credentials. It is assumed that the credentials to be provisioned are certificates. 
The core steps of this solution are:
- use solutions for KI#4 to retrieve initial access. The initial access must be authenticated using primary authentication resulting in a KAUSF in the onboarding network. 
- use AKMA procedures to setup application layer security between the UE and the provisioning server (PS). Here, PS acts as AF using the AKMA terminology. The Ua* protocol could for example be TLS with PSK authentication using the KAKMA as PSK.
- Let the UE derive its own key pair and perform certificate enrolment with the PS. This means that the private key of the UE certificate never leaves the UE. Still security is needed between the UE and PS to ensure integrity of the communication. The actual enrolment procedures are out of scope of 3GPP.
In this case it is most likely that the external entity (DCS) is the manufacturer of the device. If the key resulting from the primary authentication between UE and DCS is used to protect the provisioning, the DCS will in the end have access to the SNPN credentials provisioned to the UE. 
However, by using AKMA to setup a security relation between UE and PS, although the KAUSF (known to the DCS) is used, another key is established over the Ua* protocol (TLS in this case). The DCS would need to act as an active attacker to retrieve this key. Also, if we consider the case of the UE deriving its own key pair and doing certificate enrolment towards the PS, it means that the private key never leaves the UE and hence is not available to the external party anyway.

It is assumed that the domain of the PS has trust relationship with the O-SNPN.

[bookmark: _Toc513475454][bookmark: _Toc48930871][bookmark: _Toc49376120][bookmark: _Toc63086479]6.Y.2	Solution details


Figure 6.Y.2‑1 Procedures for certificate provisioning. 

0. Prerequisite: The PS is provisioned with a list of Onboarding SUPIs for the devices owned by the SO-SNPN.
0. Prerequisite: Initial access using primary authentication has been performed resulting in KAUSF in the AUSF of the ON. 
1. UE obtains limited connectivity to the Provisioning Server UP session is established between for the UE. 
2. AKMA security is setup between the UE and the PS according to procedures in TS 33.535 [XX] using the KAUSF established during initial access as basis. The Ua* protocol is proposed to be TLS with PSK authentication. 
Note: Specification of Ua* protocols are in scope of AKMA.
Editor's Note: Security impacts due to the missing link between identity provided during authentication and identity provided during provisioning is FFSFS.
3. The UE generates it key pair and stores the private key. The UE never exposes the private key to entities outside the UE.
4. The UE performs certificate enrolment towards the PS using an existing enrolment protocol such as EST, ACME or CMPv2.
5. The UE de-registers from the ON.
Editor's note: How the UDM in SO-SNPN gets provisioning data is FFS.

[bookmark: _Toc48930872][bookmark: _Toc49376121][bookmark: _Toc63086480]6.Y.3	System impact
Editor’s Note: Each solution should clearly list which entities need new functionality and what functionality they need for the provided solution to work.
[bookmark: _Toc513475455][bookmark: _Toc48930873][bookmark: _Toc49376122][bookmark: _Toc63086481]6.Y.4	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
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