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Title:	pCR – New KI: privacy issue on broadcasting slice information
Document for:	Approval	
Agenda Item:	2.21
1	Decision/action requested
Approve the new KI proposal to eNS2 TR
2	References
[1]	3GPP TR 38.832: “Study on enhancement of Radio Access Network (RAN) slicing”
3	Rationale
This contribution proposes a new key issue on privacy issue on broadcasting slice information. This is inline with the study on slicing in RAN2 [1]. 
4	Detailed proposal
pCR
***	BEGINNING OF 1st CHANGES (all text are new)   ***
[bookmark: scope][bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc63690071]5.X	Key Issue #X: privacy issue on broadcasting slice information
[bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc56501566][bookmark: _Toc63690072]5.X.1	Key issue details
[bookmark: _Toc513475449][bookmark: _Toc48930865][bookmark: _Toc49376114][bookmark: _Toc56501567][bookmark: _Toc63690073]A gNB may support multiple and different network slices, and on different frequencies in different regions.  
In TR 38.832 [x1], in order to support fast cell selection and cell reselection for particular network slices, solutions based on broadcasting slice related information, e.g. NSSAI or others, are being studied. In this key issue, the following questions need are to be addressed: 
- Whether broadcasting slice related information in this scenarios will cause any privacy issue
- If yes, mitigation solutions need to be provided
5.X.2	Security threats
[bookmark: _Toc513475450][bookmark: _Toc48930866][bookmark: _Toc49376115][bookmark: _Toc56501568][bookmark: _Toc63690074][bookmark: _GoBack]NSSAI contains sensitive information both for the UE and the network. If gNB broadcast supported confidential informationNSSAI is contained in the broadcast messages without security protection or a UE using the NSSAI in the clear for RAN access, it will leads to sensitive informmation being leakedleakage. 
5.X.3	Potential security requirements
The 5G system shall prevent slice sensitive information from being leaked, if sensitiveNSSAI is broadcast by gNB in clear.
 5G system shall support the privacy of  NSSAI used by the UE for network slice selection while accessing RAN.
	***	END OF 1st CHANGES	***
***	BEGINNING OF 2nd CHANGES ***
[bookmark: _Toc42239242]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x1] 	3GPP TR 38.832: “Study on enhancement of Radio Access Network (RAN) slicing”
***	END OF 2nd CHANGES	***
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