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1
Decision/action requested

This contribution proposes to add the requirement of subscribe-notification key issue.
2
References

 [1] TR 33.875 v010 Study on enhanced security aspects of the 5G Service Based Architecture (SBA)
3
Rationale

This contribution would like to add the key issue details, threats, and requirement according to the comments received in the SA3 #102e meeting.
Two attack models are illustrated separately. For the first model, the NF service consumer may insert an unauthorized URI, which may belong to a malicious NF or a third party network function. For example, as defined in TS 23.502 clause 4.15.3.2.2, according to the specification, the UDM should send subscribe request including the UDM URI and NEF URI to the AMF. However, the UDM may insert the AF URI, instead of NEF URI, which the AMF could not detect this change. Then the notification message would be redirect to an unintended place. For the second model, the URI may be tampered by the attacker while transferred from the NF Service Consumer to the NF Service Producer in the indirect communication model. Similarly, the notification message would be redirect to an unintended place.

The existing access token based authorization defined in Rel15 and Rel16 cannot be reused directly for this "Subscribe-Notify" issue, since the URI in the subscribe request message is not authorized. No matter which attack model is selected, the issue could be avoid if the NF Service Produce could assure that the URI is authorization.
4
Detailed proposal

It is suggested to approve the following changes.

*************** Start of the 1st change ****************

5.3
Key Issue #3: Service access authorization in the "Subscribe-Notify" scenarios

5.3.1
Key issue details
"Subscribe-Notify" NF Service illustration 1 specified in TS 23.501, clause 7.1.2, allows one NF (e.g. NF_A) to subscribe to notifications of NF producer (e.g. NF_B). The subscription request includes the notification endpoint (e.g. the notification URL) of the NF Service Consumer. In this scenario, NF_A subscribes the service of NF_B for itself. 
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Figure 5.3.1-1: "Subscribe-Notify" NF Service illustration 1 (delegated scenario)
"Subscribe-Notify" NF Service illustration 2 specified in TS 23.501, clause 7.1.2, allows one NF (e.g. NF_A) to subscribe the service of NF producer (e.g. NF_B) on behalf of another NF (NF_C), in which the notification URI of NR_C is included. It means the NF_C will receive the notification message even though the subscribe request is sent by NF_A. 
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Figure 5.3.1-2: "Subscribe-Notify" NF Service illustration 2 (non-delegated scenario)
For instance, as defined in TS 23.502 clause 4.15.3.2.2, UDM could send subscribe request including the UDM URI and NEF URI to the AMF to subscribe service on behalf of the NEF, i.e. Namf_EventExposure_subscribe request. If the monitored event occurs, the AMF will send the event report to the associated notification URI endpoint of the NEF. Here the location report of the UE is one of the potential event reports, which can be provided by the AMF during in the above procedure. It means that the UE location report will be transmitted to the NF_C according to the subscribe request sent by NF_A.
The security issue of "Subscribe-Notify" NF Service illustration 1 and 2 is that NF_B may redirect the notification message to an unauthorized NF consumer (e.g. NF_C) if the notification URI in the subscribe message is not authorized. 
For the attack model, the NF service consumer may insert an unauthorized URI, which may belong to a malicious NF or a third party network function. For example, as defined in TS 23.502 [xx] clause 4.15.3.2.2, the UDM could send subscribe request including the UDM URI and NEF URI to the AMF. However, the UDM may insert the AF URI, instead of NEF URI. According the OAuth 2.0 mechanism defined in TS 33.501 [yy], the UDM will request a token for the subscribe service from the NRF before subscribing services from the AMF. The NRF authorizes whether the UDM could consumer the subscribe service, and allocate a token to the UDM if the authorization is successful. Then the UDM could send the token, the AF URI and UDM URI to the AMF.  In this case, the AMF could not check whether the AF URI and UDM URI are authorized by the NRF or not based on the token. Hence, the notification message may be redirect to an unintended place, such as the AF. Furthermore, the NF service consumer and the NF routed by the unauthorized URI may belong to isolated slices, and the sensitive information included in the notification message could not be sent by the NF service consumer directly to the unauthorized NF. However, the sensitive information could be forwarded by the NF service producer directly via the above attack. 
The existing access token based authorization defined in Rel15 and Rel16 cannot be reused directly for this "Subscribe-Notify" issue, since the URI in the subscribe request message is not authorized. This issue could be avoided if the NF Service Produce could assure that the URI is authorized by the NRF.
This key issue seeks for solutions on how to assure that the notification messages could be only forwarded to an authorized NF by the NRF.
5.3.2
Security threats

The notification message that may include the sensitive information (e.g. location report), may leak to an unauthorized network function routed by the URI in the subscribe request message. 

5.3.3
Potential security requirements


The NF Service Producer shall be able to authorize that the URI in the subscribe request message is the same with the URI belonging to the original NF service consumer.
The NF Service Producer shall be able to authorize that the notification URI of the original NF Service Consumer is authorized by the NRF.

*************** End of the 1st change ****************
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