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Decision/action requested

This pCR proposes to approve this solution in to TR 33.864
2
References

 [1]
3GPP TR 33.864, ‘Study on the security of Access and Mobility Management Function (AMF) re-allocation;

                  (Release 17)’. 
3
Rationale

TR 33.864 is studying the issue of AMF re-allocation as specified in TS 23.502 [2]. TS 23.502 clause 4.2.2.2.3, states that there are two cases for the AMF re-allocation procedure, the direct case 7(A) and the indirect case 7(B) via RAN. Currently only the direct AMF re-allocation case is considered complete from a security point of view and supported in Rel-15 and Rel-16 in TS 33.501 [3]. This solution proposes direct method of connection to the slice specific AMF, which avoids the need for AMF re-allocation altogether and avoids the related security issues.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.864.

*****Start of Change (all text new)*****

6.x
Solution #x: Solution to enable UE connection directly to the slice AMF
6.x.1
Introduction

A new solution is proposed here for connecting the UE directly to an isolated target AMF, and avoids UE connecting to any other AMF. 

AMF re-allocation is required because the UE gets connected to an AMF which cannot serve the UE, AMF possibly belonging to an incorrect Network Slice. The base station routed the Registration Request from the UE to the incorrect AMF, because the S-NSSAI is not available in the RRC message, it is contained only in the NAS payload. So the base station is not able to select the correct AMF based on the S-NSSAI. If S-NSSAI is available in the RRC message, then base station can select the correct AMF corresponding the N-NSSAI and the Network Slice.
6.x.2
Solution details

Solution principles:
1) RRC Connection Request Complete (RRC Msg 5) carrying NAS REG-REQ is encrypted with network public key or certificate and will contain encrypted S-NSSAI in the RRC part of the message.

2) Base station will decrypt the encrypted RRC message and will route the NAS REG-REQ to the correct AMF according to the S-NSSAI.

3) Since the UE gets routed to the correct AMF, the AMF can be fully isolated, and no context transfer or context sharing is required between any other AMF.

Solution consist of two phases.

Phase1.

Provisioning the network public key or certificate corresponding the network slice AMF.

This is only a one time procedure between the UE and the network. 

On the network side it is expcted that base stations support mechanisms to decrypt the encrypted RRC Msg5 to learn the S-NSSAI and route accordingly to the correct AMF.
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Figure 6.x.1 Provisioning the UE with network public key or certificate

Step 1. UE does initial attachment with the network and gets authenticated. 

Step 2. At the end of successful authentication, UDM triggers the AMF to send the network public key for encrypting RRC message. Once the UE gets provisioned with network public key or certificate, UE gets de-registered from the network. 
NOTE: provisioning of the network public key may be done by offline methods as well. Phase1 is required only if the UE is not already provisioned by the network public key or certificate. The UE stores the provisioned public key of the network in the USIM. It is expected that all base stations in the network support the same public key -private key pair.
Phase 2:
In subsequent connections to the network, UE uses the provisioned public key to encrypt the RRC message and the S-NSSI is included in the RRC message. The UE also includes an indication in the NAS message that it has the public key in possession from Phase1. The indication helps the network to learn that the UE has been already provisioned and further attempts to provision the public key is avoided.
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Step 1. In RRC message 5, UE includes the S-NSSAI in the RRC part of the message along with the NAS payload. The RRC message is encrypted with the provisioned public key.
Step 2. gNB decodes the RRC message 5 with the network private key and learns the S-NSSAI and the Slice the UE wants to connect. 
Editor’s Note: It is FFS whether the gNB decodes the RRC message 5 or it takes the help of a trusted central node in possession of the network private key. 
3. gNB forwards the NAS payload based on the S-NSSAI and the Slice the UE wants to connect to the corresponding AMF. The NAS message also contains an indication that UE is in possession of the public key from phase-1.
Editor’s Note: It is FFS how gNB is able to route the NAS message to the correct serving AMF based on S-NSSAI.
4. UE and AMF establishes NAS context specific to the S-NSSAI and the slice.
6.x.3
Evaluation

The solution avoids the necessity of UE AMF re-allocation altogether and hence security issues related to AMF re-allocation doesn’t arise at all.
Solution requires provisioning of public key in the UE and private key in the network (gNB). Once the key provisioning is done, either offline means or online means one time, AMF re-allocation is not required.
Editor’s Note: It is FFS whether solution is applicable for the NAS re-routing use case via RAN.
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