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1
Decision/action requested

Evaluation of solution #3.1.
2
References

[1]
3GPP TR 33.846 v0.10.0


3
Rationale

This contribution aims to address the following Editor’s Note of solution #3.1 in evaluation clause: 

Editor's Note: The usage of the long term key for other uses is FFS.

The solution #3.1 proposes to use the long term key K to encrypt the SQN value (enc_SQN) and perform MAC computation. 

The usage of the long term key K is dedicated to authentication and key agreement (AKA) procedure for which the key K has been introduced in the 3GPP security architecture. Usage of the long term key K for any new function would modify the risk assessment and management of the long term key K. Consequently, there is security risk to use the long term key for any new function different from the ones already specified by ETSI SAGE for AKA procedure. 
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.846 [1].

*** START of CHANGE ***
6.3.1.3
Evaluation

Editor's Note: The usage of the long term key for other uses is FFS.
The selected symmetric algorithm used in this contribution needs more evaluation to avoid security issue. 
The usage of the long term key K is dedicated to authentication and key agreement (AKA) procedure for which the long term key K has been introduced in the 3GPP security architecture. Security risk due to the usage of the long term key to encrypt the SQN needs to be evaluated by ETSI SAGE. Usage of the long term key K for any new function would modify the risk assessment and management of the long term key K. Consequently, there is security risk to use the long term key for any new function different from the ones already specified by ETSI SAGE for AKA procedure. 
*** END of CHANGE ***
