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Decision/action requested

Evaluation of solution #2.2 Encryption of authentication failure message types by UE with new keys derived from K_AUSF
2
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3
Rationale

This contribution proposes an additional evaluation for solution #2.2 of 3GPP TR 33.846 [1]. 
Solution #2.2 proposes a unique format of encryption of authentication response message with new keys derived from KAUSF.The following table discusses issues/limits seen with this solution.
	Scenario
	Topic
	Issue with solution 

	Case 1
	SUPI included in Authentication response

	Issue 1: SUPI was never included before and it is newly proposed to include SUPI in Authentication response message. SUPI is never sent over the air in clear or in a format that is easy for the attacker to retrieve SUPI (Sent always only with concealment using ECIES as SUCI). But with this proposal, SUPI is concealed and sent using new encryption key KE, which makes the attacker easier to get the SUPI even though it is encrypted. 

Reason: KE is encryption key which is proposed in the solution and calculated from KAUSF, RAND, length of RAND, fixed string and length of a fixed string (KE=KDF (KAUSF, RAND || length of RAND‖"Encryption Key"‖ Length of "Encryption Key")).  KAUSF is zero for first UE Authentication failure message as described in solution. 

If KAUSF is zero, RAND is known value (in clear) received along with AUTN, rest of the parameters (not secret information) proposed is also known to attacker. With all these known parameters, KE can be generated by attacker or anyone. SUPI can be easily retrieved from the Authentication response with generated KE.

	Case 2
	KAUSF used in UE and AUSF
	Issue 2: KAUSF in UE and AUSF is different and so decryption at AUSF will fail.
Reason: In AUSF, during initial 5G AKA challenge, Key KAUSF is stored in AUSF (received as part of Home Environment Authentication vector). 
In UE, for authentication failure case, USIM will not generate CK, IK, so KAUSF at ME can’t be generated. 

As mentioned in the solution, KAUSF will be zero at UE side.

AUSF uses Key KAUSF (valid value) received from UDM and UE uses KAUSF as zero. So, the generated encryption keys KE and integrity keys KM will be different at UE and AUSF. So decryption at AUSF will fail.

	Case 3

	Success case of Authentication
	Issue 3: 
In case of success, AMF doesn’t verify the RES*. Serving network level verification is removed with this proposal.

Reason: Authentication failure message is used in case of failure and Authentication response message is used in case of success. For success case, Authentication response message proposed in this solution will share RES* in RES_DATA and SEAF / AMF can not verify HRES* with HXRES* because complete content of Authentication response is encrypted and only AUSF can decrypt it. No information provided between steps 4 to 7 about the RES* verification at AMF. 


4
Detailed proposal

It is proposed that SA3 review and approve the following text to 3GPP TR 33.846 [1] to update the evaluation of Solution #2.2: Encryption of authentication failure message types by UE with new keys derived from K_AUSF.
Whether the editor’s note can be removed with these additions can be decided during the meeting.

   *** START of CHANGE ***

6.2.2.3
Evaluation

Editor's Note: Further evaluation is needed.

The protection of SQN will only work over 5G network. 
The solution has impact on the serving network when 5G AKA is used.
The solution requires changes to the serving network for 5G AKA.
SUPI could lead to linkability attacks: The authentication failure message for the first UE registration is left unencrypted or weaker encryption, i.e.  the initial value of KAUSF is set to zero. Because a weaker encryption key KE is used to conceal SUPI, it could make it easier for the attacker to get the SUPI by cryptoanalysis. This is, because KE can be generated by anyone, if KAUSF is zero, since RAND is known value (in clear) received along with AUTN and the rest of the parameters is no secret information. 
KAUSF used in UE and AUSF are not in sync during Authentication failure procedure: In AUSF, during initial 5G AKA challenge, Key KAUSF is stored in AUSF (received as part of Home Environment Authentication vector). But according to the solution, in UE, for authentication failure case, USIM will not generate CK, IK, so KAUSF at ME cannot be generated. As mentioned in the solution, KAUSF will be zero at UE side. AUSF uses KAUSF (valid value) received from UDM, but UE uses KAUSF as zero. So, the generated encryption keys KE and integrity keys KM will be different at UE and AUSF. So decryption at AUSF will fail.

Serving network verification of RES* is removed for 5G AKA, the AMF is not able to verify RES* against XRES*: Authentication failure message is used in case of failure; Authentication response message is used in case of success. For success case, Authentication response message proposed in this solution will share RES* in RES_DATA. SEAF / AMF cannot verify HRES* with HXRES* because the complete content of Authentication response is encrypted and only AUSF can decrypt it. No information between steps 4 to 7 about the RES* verification at AMF is provided.
*** END of CHANGE ***
