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1
Decision/action requested

It is proposed to approve this new solution in TR 33.847.
2
References

[2] TR 23.752 Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS)
3
Rationale

This contribution proposes a new solution to address the following Key Issue:

- KI #8: Privacy of information over the UE-to-UE Relay
Most specifically, this contribution provides an update to L3 UE-to-UE Relay solution, as described by solution #10 in TR23.752 [2], to address the following note:

NOTE 3:  The security protection of the traffic of source UE and target UE will be specified by SA WG3.

4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.847. Note that all text is new.







***
BEGIN OF CHANGES
***

6.X
Solution #X: L3 UE-to-UE Relay based on IP routing and DNS Authorization
6.X.1
Solution overview
This contribution proposes a solution to address KI #8: Privacy of information over the UE-to-UE Relay scenario. More specifically, this contribution provides an update to the L3 UE-to-UE Relay solution, as described by solution #10 in TR23.752 [2]. 
In Sol#10 in TR23.752 [2], it is stated the following: 
-     Security handling:

-     source UE and target UE can establish bearer level security with the UE-to-UE Relay for the unicast L2 Link, using procedures defined in TS 23.287 [5].

-     If end-to-end security protection is required between source UE and target UE, IPSec can be used.

NOTE 3:  The security protection of the traffic of source UE and target UE will be specified by SA WG3.

We consider here the support of privacy of information in scenarios where data traffic (i.e., UP) encryption is enabled or is disabled. 
· In the case where UP encryption is disabled, we noticed that a UE’s IP address may be used to track the UE, i.e. the traffic sent by a UE can be used by a malicious UE to trace the UE. This is because the UE's IP address can be obtained by any UE using DNS. This means that even if a UE periodically changes its IP address, a malicious UE may periodically issue DNS Queries to track the UE based on its most recent IP address. 
· This problem does not occur if the UP is always encrypted, i.e., confidentiality protection is mandated. In this case, the traffic sent by a UE cannot be used by a malicious UE to trace the UE since the IP address is encrypted within the payload of the message. The malicious UE however knows to which UE-to-UE Relays the UE is registered by issuing DNS queries. While end-to-end security protection is provided by higher layers (e.g. IPSec), mandating security protection for the UP as well, means that UP encryption is used on top of end-to-end encryption. Two levels of security protection are applied redundantly.
The update to solution #10 in TR23.752 [2] is proposed to remedy the trackability issue when UP confidentiality protection is disabled. Using this updated solution, the UE-to-UE Relay responds to DNS queries only when the querying UE is authorized, blocking the discovery of a specific UE’s IP address by a malicious UE. In addition, it is proposed to add PC5-S messages to replace the DNS query/response messages allowing using unencrypted user plane and avoiding using redundant levels of security protection. This also protects against eavesdropping on DNS query/response messages by a malicious UE since the PC5 signalling is always confidentiality protected when privacy is required. 
6.X.2
Solution details
6.X.2.1
Privacy support over PC5 link with UP encryption disabled
A new procedure applying to solution #10 in TR23.752 is added. This solution indicates to the UE-to-UE Relay if a UE’s IP address may be shared with other UEs without seeking the UE’s authorization or if its authorization is required. The procedure also enables the UE to provide information to the UE-to-UE Relay to allow the relay to validate if the requesting UE is authorized to receive the UE’s IP address. Additionally, this solution adds the support of DNS query/response messages as PC5 signalling messages to avoid trackability via DNS messages snooping.
A DNS Query Authorization Token (DQAT) may be pre-provisioned (e.g., UE-1 and UE-2) and may be confidentiality, integrity, and replay protected. Such token may be one-time use or multiple use (e.g., bound by time, usage, and resource exhaustion).  The distribution of such DQATs may be facilitated out of band or in band, e.g., by Relay UE after/during the successful DNS Query.
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Figure 1: UE provides authorization to share its IP address/prefix

1) UE-1 sends an “authorization needed” indication and/or a token to the UE-to-UE Relay during the PC5 Link Establishment procedure. UE-to-UE Relay keeps track of this indication and UE-1’s token with UE-1’s User Info, IP address, and PC5 related information. A similar procedure is performed for UE-2. To protect against MiTM attack, the “authorization needed” indication and/or token can be secured by e.g., issuing it in protected Security Capabilities IE. 
Editor’s Note: UE-1 sends indication and/or token, it seems the token is optional, but the relay still tracks both indication and token, this needs further clarification.
2) UE-2 sends a PC5 DNS Query message to the UE-to-UE Relay specifying UE-1’s User Info and possibly UE-1’s token (i.e. token_UE1). This PC5 message is sent over the control plane and is security protected.
UE-to-UE Relay fetches UE-1’s info and if the “authorization needed” indication is set, UE-to-UE Relay validates the specified token with UE-1’s saved token, if a token is received on the DNS Query message.
Editor’s Note: It is FFS how does UE2 obtain token_UE1.

3) [optional] UE-to-UE Relay sends a new PC5 message (Link Authorization Request) to UE-1, requesting authorization to share UE-1’s IP address with the querying UE (i.e., UE-2) if no token is received from UE-2 on the DNS Query message or no token has previously been provided by UE-1. UE-to-UE Relay specifies UE-2’s User Info on the message.
4) [optional] UE-1 receives the PC5 Link Authorization Request message and replies with a PC5 Link Authorization Accept message. UE-1’s decision may be based on policies, Application’s layer authorization, etc. UE-1 may provide its token at this point for further DNS Query messages to be authorized directly at the EU-to-UE Relay using its token.
a) Alternatively, UE-1 replies with a PC5 Link Authorization Reject message if UE-2 is not allowed to receive its IP address/prefix.
5) UE-to-UE Relay sends a DNS Response to UE-2 with UE-1’s IP address (if token received on the DNS Query message matches the token specified by UE-1 or if accepted by UE-1). UE-to-UE Relay keeps track the token if provided by UE-1 and may send it to UE-2, which may use it the next time it needs to send a DNS Query message to discover UE-1’s IP address.
a) Alternatively, UE-to-UE Relay drops the PC5 DNS Query message and does not respond (if no match with token or if UE-1 rejects the authorization request).
Editor’s Note: Sol#10 in 23.752 reuses PC5 unicast establishment mechanism in 5G V2X and the DNS query/response messages are signalling messages. It is FFS how this solution works under unprotected scenarios (i.e., how to secure token, authorization indication in unprotected scenarios) as specified in 33.536.
Editor’s Note: It is FFS how to generate and verify the token.
6.X.3
Solution evaluation 

TBD
***
END OF CHANGES
***
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