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1
Decision/action requested

Kindly Request this contribution can be accepted by the group
2
References

NA
3
Rationale

Add a new key issue on security aspect of paging cause
4
Detailed proposal

**** 1st change****

5.X
Key Issue #X: Security aspects of paging cause

5.X.1
Key issue details

Paging Cause is introduced in TR 23.761[2]. It is a new cause value carried in paging message. Paging message is not protected in 5G system, so that if the paging message carries a paging cause, the paging cause is unprotected. 

Unprotected paging message is not a new security issue, such as the 5G-GUTI in the paging message can be modified which results in the paging message going to a wrong user. The vulnerability is that the true user who should have received the paging is still in IDLE and the service is lost.

The vulnerability will be much worse when paging cause is introduced for multiUSIM device. If the paging cause is modified, the UE will not know the true reason why it is paged. The loss or the addition of paging cause may lead to wrong evaluation on which service is important, and further may lead to a false choice on UE A and UE B. For example, a user is using UE A making a phone call, while UE B is in IDLE.The RAN B pages the UE B for delivering an instant message which does not need a paging cause, but the attacker add the paging cause to the paging message which indicates a voice. The user may drop the phone call at UE A and tries to answer the phone in UE B. But it will find nothing.  On the other hand, when the attacker add a paging cause to UE B, this may lead to the UE A drop the connection and the service is broken. If this happens multiple times, the user cannot use UE A’s service smoothly, and this will create the complaints to the operator why a vain call is delivered to the user.

5.X.2
Security threats

Based on the case described on clause 5.x.1, paging cause can be added or deleted in paging message by an attcker, which will make the evaluation scheme on choosing UE A and UE B useless and unreliable.
NOTE: the evaluation scheme is mentioned in solution#3 of TR 23.761[2]. The evaluation scheme is used to evaluate the importance between the new coming service and the existing service, and then decide to choose which UE. If the new coming service is less important, then the paging will be dropped or a busy indication is sent to the network to indicate the user is busy in another USIM.
Editor’s Note: Threat and risk associated with dropping and adding of paging cause need further analysis
5.X.3
Potential security requirements
TBD
**** End of change****

