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1. Overall Description:

3GPP SA3 thanks GSMA FASG RIFS for the incoming LS S3-202052/ RIFS90_04 LS on 4G authentication improvements.
To the questions GSMA FASG RIFS asked SA3, we would like to provide the following feedback:

1. Has 3GPP considered applying the 5G concepts also for 4G authentication before? If so, what were the reasons not to go through with it?

SA3 Answer: SA3 have not considered the 5G authentication concepts to the existing 4G authentication procedure yet. Such an adaptation of 5G authentication concepts would possibly impact multiple nodes such as UE, MME and HSS. Providing an improved 4G authentication solution in a backward compatible manner would need a detailed study, which SA3 have not done yet.
2. Are there any backward compatibility issues or stumbling blocks (e.g. related to interworking, dual connectivity, efficiency etc.) to be expected that would render an enhanced 4G authentication impossible or impractical?

SA3 Answer: Without a detailed study it is difficult to tell the impacts at different nodes. Interworking and Dual connectivity are initiated after the primary authentication, so possibly they may not have much impact. But a few points are worth noting;

· Efficiency need some detailed analysis, particularly because of the impact on the UE, MME and HSS. 
· Assuming mixed roaming partners supporting enhanced 4G authentication protocol, the state machines at the MME and the HSS would have to support two variants.

· It is doubtful whether ‘an additional function that implements the protocol endpoint ‘ can manage the two protocol variants at MME and HSS.

· Even if the UE-VPLMN interaction is kept same, whether the UE and MME timers can be kept same need further analysis. 

· Achieving improved home control in a reliable and backward compatible manner would also be difficult, if a VPLMN pretend it has not implemented the improved procedure or just choose not to run the improved procedure. Upgrading HSS alone would not be enough to achieve increased home control.

How does SA3 see the potential security effectiveness of such a measure?

SA3 Answer: Please see some of the concerns listed above. More can be answered only after a detailed study. 

4. How would 3GPP see the use of this procedure in case of combined attach (i.e. with devices requesting CS services), or should it be limited to data-only devices?

SA3 Answer: Combined attach for CS services and data services with both AKA variants would certainly pose a challenge. SA3 can answer this only after a detailed study.
Please note that the assumption in point 3 in section 2 of LS, the hash value calculation with the serving network name is incorrect. In 5G this calculation is performed by the ME and not the UICC.
Additionally, SA3 would request GSMA RIFS to clarify the following assumptions:
a) Whether roaming between updated and legacy HPLMN/VPLMN are in scope. 

b) Are the intended use cases, in the PLMN or specific private network. 

c) Does GSMA FASG RIFS have any specific network deployment scenarios in mind.
2. Actions:

To GSMA FASG group.

ACTION: 
Please take the above feedback from SA3 into account. Please also further clarify on the assumptions requested above.
3. Date of Next TSG-SA WG3 Meetings:

SA3#100e-Bis
12-16 October 2020
e-meeting

SA3#101e
9 - 20 November 2020
e-meeting
