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1
Decision/action requested

It is proposed to approve the description of SBA support for Zpn interface.
2
References

[1]
3GPP TS 33.223: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push function".
3
Rationale

This contribution proposes a detailed description of SBA support for Zpn interface to be added as an Annex to 3GPP TS 33.223 [1].

4
Detailed proposal

**** START OF CHANGES ****
2
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For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping architecture".
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**** NEXT CHANGE ****
Annex X (normative): Support of SBA in GBA Push
Editor’s Note: More details to be specified.

Editor’s Note: For 5G, we only have the AUSF, UDM. Who will play the role of HSS is FFS. 

Editor’s Note: Whether GBA AKA is still application in 5G-GBA is FFS.
X.1
General
X.1.0
 Overview
This Annex X describes support for SBA for GBA Push. 
X.1.1 Architectural Support
Figure X.1.1-1 shows the non-roaming architecture to support SBA interactions in GBA. An SBI capable BSF, HSS and Push-NAF shall implement the SBA interfaces specified in this Annex. An SBI capable NF can invoke SBA services provided by SBI capable NFs and may expose services itself. For this Annex an SBI capable BSF uses and provides SBA services, an SBI capable HSS provides SBA services while an SBI capable NAF only uses SBA services.  The BSF, HSS and Push-NAF reside in the home network.
Note: The Push-NAF in this document is assumed to be provided by MNO. The Push-NAF outside of the mobile neotwork is out of the scope of 3GPP. 


[image: image2.wmf]BSF

Ub

UE

HSS

Push

-

NAF

Upa

Nbsp

Nhss


Figure X.1.1-1: System Architecture to support SBA in GBA

 Figure X.1.1-2 shows the architecture using the reference point representation. It should be observed that this annex address only the specification of the NG1 (between the BSF and HSS) and NG3 (between the Push-NAF and BSF) reference point interfaces as SBA interfaces. The specification of Upa and Ub is not impacted by the introduction of the SBA interfaces between the Push-NAF, BSF and HSS. Therefore, the BSF and Push-NAF are exposed to the UE as in the legacy GBA case.
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Figure X.1.1-2: System Architecture to support SBA in reference point representation
Editor’s Note: Roaming considerations are FFS. 
X.1.2
 Reference point to support SBA in GBA Push
The following reference points are realized by service-based interfaces in GBA:

NG1: Reference point between an SBI capable BSF and an SBI capable HSS. The SBA interface of the NG1 reference point is specified in TS 33.220 [1]. 
NG3: Reference point between an SBI capable BSF and an SBI capable Push-NAF, i.e. a Push-NAF that supports an SBI interface towards the an SBI capable BSF.  
Editor’s Note: New reference point names are to be confirmed with SA2. 
X.1.3
 Service based interface to support SBA in GBA Push
The following service-based interfaces are defined:

Nhss: Service-based interface exhibited by an SBI capable HSS.
Nbsp: Service-based interface exhibited by the BSF.
Editor’s Note: New SBA interface name for BSF is to be confirmed with SA2. 
These SBI services provide equivalent functionality to the Diameter Zh and Zpn reference points. The specification of the Nhss interface is in TS 33.220 [1].
To support co-existence of GBA nodes supporting SBA services and GBA nodes not supporting SBA services SBI capable GBA nodes may support both SBI and non-SBI interfaces.
X.2
GAA/GBA Push SBA Services
X.2.1
BSF Services
X.2.1.1 General
The following table shows the services exposed by an SBI capable BSF.

Table X.2.2.1-1: GBA Services provided by an SBI capable BSF

	Service
	Service Operations
	Operation Semantics
	Example Consumer(s)

	Nbsp_Gba
	PushInfo
	Request/Response
	Push-NAF


X.2.2.2
Nbsp_Gba service

X.2.2.2.1
General

This clause describes the SBA interfaces exposed by the BSF for the purpose of providing the GBA Push Information (GPI) information to the Push-NAF.
The GBA Push Information (GPI) data type used in the Nbsp_Gba service is defined in clause 5.2.1. 
X.2.2.2.2
Nbsp_Gba_PushInfo service operation

Service operation name: Nbsp_Gba_PushInfo
Description: This service operation is used between the Push-NAF and the BSF to request the GBA Push Information (GPI) in order to bootstrap the UE with GBA key material. It is also used to fetch application-specific user security settings from the BSF.
Inputs, Required:, User Identity (Private or Public Identity), User Identity type, UICC application identifier, Push-NAF-Id, Push-NAF SA identifier, Indicator for use of GBA_ME or GBA_U, Requested Push-NAF key lifetime, Private User Identity indicator, List of Global Service Identifiers (for USS information), AUTS, RAND.

Inputs, Optional: None. 
Outputs, Required:. GPI data, key material, Push-NAF key lifetime, Application-specific USS. The key material consists of Ks_NAF in case of GBA_ME and Ks_ext_NAF in case of GBA_U. The key lifetime is the lifetime associated to the key material.
Outputs, Optional: Key material, Private Identity.
NOTE X: Depeding on the value of the indicator use of GBA_ME or GBA_U more key material (i.e. Ks_int_NAF) may be returned as output.
X.2.2
HSS Services
X.2.1.1 General
An SBI capable HSS supports providing the authentication vectors and the subscription profile, i.e. GUSS, to an SBI capable BSF via service-based interfaces.

X.2.1.2
Nhss_GbaSubscriberDataManagement (GbaSDM) service
See TS 33.220 [1].
X.2.1.3
Nhss_GbaUEAuthentication service

See TS 33.220 [1].
X.2.3
Mapping of Zpn operations and terminology to SBI services

X.2.3.1
General

This clause gives mappings from Zpn operations to SBI services and service operations.
X.2.3.2
Mapping of Zpn messages to BSF SBI services

The following table defines the mapping between Zpn messages and BSF SBI services and service operations:

Table X.2.3.3-1: Zpn messages to BSF SBI services and service operations mapping

	Zpn message
	Source
	Destination
	BSF SBI service operation name

	Zpn interface: Push-NAF requests the GBA Push Information (GPI) from the BSF
	Push-NAF
	BSF
	Nbsp_Gba_PushInfo 




X.3
SBI Capable NF Discovery and Selection
.
X.3.1
General
During the GBA Push procedures SBI capable network functions such as the BSF and Push-NAF need to discover and select other SBI capable network functions such as the HSS and the BSF respectively. 
X.3.2 SBI Capable BSF Discovery and Selection

An SBI capable Push-NAF performs discovery and selection of an SBI capable BSF. The SBI capable Push-NAF shall utilize the NRF to discover an SBI capable BSF unless the information about SBI capable BSF instance(s) is available by other means, e.g. locally configured on the SBI capable Push-NAF. The BSF selection function in SBI capable Push-NAF entities selects an SBI capable BSF instance based on the available SBI capable BSF instances (obtained from the NRF or locally configured).
The BSF selection in an SBI capable Push-NAF shall consider the BSF server name.

NOTE: The Push-NAF derives the BSF server name as defined in Annex B. 
Unless the information about the interface type to be used towards the BSF is locally configured on the SBI capable Push-NAF, an SBI capable Push-NAF can also use the NRF to decide the type of interface (SBI vs diameter) to be used towards BSF similarly as defined for SBI capable IMS entities in TS 23.228  [XX]. For this purpose, an SBI capable Push-NAF can send a Nnrf_NFDiscovery_Request to NRF as defined in TS 23.502 [XY] to discover SBI capable BSF instances within a given PLMN. The SBI capable Push-NAF may store all returned SBI capable BSF instances and their NF profiles for subsequent use. If no SBI capable BSF instance is available in the PLMN, then the NRF replies to the SBI capable Push-NAF with no information. In this case, the SBI capable Push-NAF may then attempt to communicate with the BSF using non-SBAlegacy GBA and legacy GBA Push protocols
.

Editor’s Note: Roaming considerations are FFS. 




X.3.2
SBI Capable HSS Discovery and Selection
See TS 33.220 [1].
**** END OF CHANGES ****
�Changed this from "non-SBA" to "legacy GBA and legacy GBA Push protocols" since Huawei also commented a similar statement in the living document of the CR to 33.220.


�Vlasios: I removed the reference to the IMS SBA specification but I left the rest of the text because it is the Push-NAF that discovers the BSF so this procedure (or e.g. the query parameters to the NRF) are not the same as a NF discovering the HSS in IMS.  
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