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1
Decision/action requested

This contribution proposes an alternate simple solution for protection of Resumecause to be captured in TR 33.809.
2
Rationale

1. The existing solution #13 and solution#17 proposes to include Resume cause in the ResumeMAC-I/ShortMAC-I calculation has following drawbacks: This solution has impact on the UE, source gNB and target gNB and also in the interfaces as there is need for special capability exchange between the entities to work.
2. If the target gNBs (Rel-15) capability is not inline with the UE and the source gNB, the UE and the source gNB will not be aware of the capability of the target gNB. Therefore, the ResumeMAC-I/ShortResumeMAC-I verification may fail.
3. The Rel-15 target gNB will send limited parameters instead of entire RRCResumeRequest message, which will not be sufficient for the source gNB to calculate the ResumeMAC-I/shortResumeMAC-I for verification hence the verification fails.
4. Not a good security design to indicate whether the gNB supports a mechanism to mitigate the attack. Broadcasting radio capability/feature is different (often essential) compare to broadcasting supported security capability/feature. It introduces overhead in handling the capability indication by all UEs every time when parsing the SIB1 compare to the severity of the attack (modification of Resume Cause).
5. Sending the security capability in an unprotected message SIB0 is not advisable. As it is known very well the SIBs are not protected and any rogue relay gNB can perform MitM attack.
6. It is not acceptable to introduce a new mechanism for the complete RRC message protection, when the AS security context/SRB1 is not active.  ShortMAC-I is not meant for protection of the entire RRC message, it is to protect against voiding the stored security context. Particularly, ShortMAC-I is not designed to address replay attack.
7. Introducing new ShortMAC-I for Rel-16, introduce backward incompatibility issue and needs to be consulted with RAN WGs before concluding.
8. As ShortMAC-I is used for authenticity verification of the UE to fetch the security context. Using ShortMAC-I for message integrity will introduce more complexity in handling and the justification for the ShortMAC-I is lost.If the ShortMAC-I fails, the network no way knows, whether the message is tampered (intentionally or unintentionally) or the security context is not in-sync. 

9. Does not address all the scenario, for example:

· When the gNB is congested and the UE sends ResumeRequest with Resume cause as “emergency” and the ShortMAC-I

· Attacker changes the Resume cause from “emergency” to “RNAU” and does not modify the ShortMAC-I (knowing that gNB is congested)

· The congested gNB rejects the request, without checking the ShortMAC-I

· UE follows the wait timer even though the request is for “emergency” 

For the initiated Resume request, the UE receives any one of the following response from the gNB: RRCRelease (SRB1), RRCResume (SRB1), RRC Setup (SRB0) and RRCReject (SRB0). 

The gNB usually sends the RRC Setup messages, if the ShortMAC-I fails. Making the gNB to send an unexpected response to the UE is the intension of the attacker, then by making the ShortMAC-I verification fail (by tampering the request message) the attacker mounts the attack successfully. So, there is no benefit in protecting the entire Resume request message.  

Nonetheless, there is some benefit, if the UE identifies the Resumecause is manipulated and the response is not intended for the requested Resumecause. This can be achieved by echoing back the received Resumecause in the response message by the gNB, the UE can determine whether it is modified or not. 
The response message RRCRelease and RRCResume are protected, therefore inclusion of the received Resumecause is straightforward. Inclusion of the received Resumecause in the RRC Setup can be optional, as the UE anyways going to perform RRC Setup procedure therefore it does not have any impact. It becomes difficult to mount the attack, if the received Resumecause is echoed back in the Reject message, as it is very difficult for an attacker to modify the Resumecause in both request and response. If the UE determines there is manipulation of the Resumecause then the UE take appropriate action, by re-establishing the RRC connection.

If either the UE or the target gNB is Rel-15 compliance, then only security level provided by Rel-15 is achieved. 
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6.x
Solution #x: Protection of resumecause in the RRCResumeRequest 

6.x.1
Introduction
This solution addresses the following key issues:

-
Key issue #1: The 5G system shall have support for protection against tampering of RRCResumeRequest message.

The solution provides a mechanism to identify the manipulation of the resumecause field in the RRCResumeRequest message, if the network echo the received resumecause in the response message.

6.x.2
Solution details

To protect against tampering of Resumecause, the gNB echo back in the response message, the “resumecause” received in the request message from the UE. 

There are four possible response message from the gNB on receiving a Resume request message from the UE: RRCRelease, RRCResume, RRC Setup and RRCReject. 

As the RRCRelease and RRCResume response from the network are protected (SRB1), it is not possible of the attacker to successfully manipulate these response messages as like in the request message. 

For the case of RRC Setup response message, it does not have impact as the UE anyways moves to connected state. 

By echoing back the received Resumecause in the Reject message, it becomes difficult to mount the attack as it is very difficult for an attacker to modify the Resumecause in both request and response messages. 

When the UE identifies that the resumecause sent in the RRC resume request message and the resumecause received in the response messages are different, then the UE suspects the vulnerability in the air interface and take appropriate action, like re-establishing the RRC connection.  

If either the UE or the target gNB is Rel-15 compliance, then only security level provided by Rel-15 is achieved.
6.x.3
Evaluation
This solution addresses the Key issue #1: The 5G system shall have support for protection against tampering of RRCResumeRequest message. By echoing back the resumecause by the network, the UE can identify whether any manipulation performed in the RRCResumeRequest message and take appropriate actions. 

NOTE:
The proposed solution mitigates the identified threat for the protected response messages (RRCRelease and RRCResume). Severity of the attack is almost nil, even if the attacker modifies ResumeCause in the RRC Setup message, if ResumeCause is included. For RRCReject, it is possible to modify the Resume Cause however, there is increase in difficulty in mounting the attack.
*********************End of Changes**************************

