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1
Decision/action requested

It is proposed to approve this KI to TR 33.857
2
References

[1]
3GPP TR 23.700-07: "Study on enhanced support of non-public networks (Release 17)"
[2]
S2-2004385 "LS on architectures for access to SNPNs using credentials owned by an entity separate from the SNPN
3
Rationale

The architectural study documented in 3GPP TR 23.700-07 [1] contains a key issue (KI#1) related to the using of credentials owned by a separate entity from the SNPN being accessed. The architectural study captures numerous solutions introducing for instance AAA servers’ involvement that may impact key hierarchy and enhanced AUSFs with new functionality. 

In addition, SA3 has received a LS from SA2[2] asking to study the feasibility of AAA based solutions. Therefore, its proposed to add a new Key Issue investigating the impact of AAA based solutions and other security assumptions made in the architectural study. 
4
Detailed proposal

***** Start of Change *****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[XX]
3GPP TR 23.700-07: "Study on enhanced support of non-public networks (Release 17)"
…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

***** Next Change *****
3
Definitions of terms, symbols and abbreviations
3.1
Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ABBREVIATION>
<Expansion>

5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
5.Y
Key Issue#X Credentials owned by an external entity

5.Y.1
Key Issue Details

This Key Issue aims at addressing security implications introduced in solutions related to Key Issue #1 Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN in TR 23.700-07 [XX]. 

TR 23.700-07 [XX] contains numerous solutions addressing Key Issue #1 where some solutions relies on a AAA-S external to the SNPN, depicted in 5.Y.1-2, and others on an AUSF separated from the SNPN the UE is attempting to access, depicted in 5.Y.1-1. These architectural changes may have impact on the security architecture, for instance primary authentication.
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Figure 5.Y.1-1: SNPN + PLMN as a service provider
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Figure 5.Y.1-2: SNPN + non-PLMN as a service provider

The solution should describe how authentication is done with credentials owned by an external entity.

5.Y.2
Security Threats


Weak authentication procedure may allow attackers impersonate the UE towards the SNPN or vice versa
5.Y.3
Potential Security Requirements


-
The UE and SNPN shall support external authentication procedure with credentials owned by an entity separate from the SNPN.

***** End of Change *****

�Taken from Intel


�Based on Huawei contribution
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