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1
Decision/action requested

It is proposed to the way forward on the topic of DoS attack caused by modifying the signature in TR 33.809.
2
References

 [1]
3GPP TS 33.501, Security architecture and procedures for 5G System. 
3
Rationale

When discussing the signature based solutions, the DoS attack on UE by modifying the signature became the concern, i.e. the attacker can always modify the signature to make the verification of the signature fail, thus achieving the DoS attack on the UE and UE will not be able to attach to the genuine gNB. 

.
Because this kind of discussion needs to happen for all proposed solutions, it is proposed to turn this into a key issue.
4
Detailed proposal

****START OF CHANGES ***

5.x        Key Issue #x: Denial of Service by exploiting security mechanisms

5.x.1       Key issue details

The security mechanisms introduced to protect against false base stations may be abused for DoS attacks.

5.x.2       Security Threats

Security mechanisms, such as signing of broadcast messages, could be used to permanently disable access to network, e.g. if the UE permanently rejects a cell because of a failed signature verification.

The security mechanisms could also lead to possibilities for an attacker to consume resources, e.g. by forcing a large number of failing signature verifications.

5.x.3       Potential Requirements

New security mechanism shall not enable attacks to permanently disable access to a network.

Note: transient disabling of access, comparable to radio jamming, or limited to the time that the attacker is present and actively modifies or transmits messages, is acceptable.

New security mechanisms shall have predictable maximum resource consumption.
***END OF CHANGES***

