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	Reason for change:
	For indirect communication where NF service consumer and NF service producer/NRF cannot mutually authenticate each other, the authentication of NF service consumer towards NF service producer can only implicitly rely on authentication between NF service consumer and SCP and between SCP and NRF/NF service producer with hop-by-hop security protection. An additional authentication for indirect communication is to use a client credentials assertion signed by the NF service consumer and validated by NRF/NF service producer, as defined in TS 33.501 clause 13.3.8. 

Since a client credentials assertion is not sent directly to NRF/NF service producer but forwarded by one or even several SCPs, there is the risk that the assertion could possibly be swapped by one of the SCPs accidentally on the forwarding path or even be compromised to an attacker. 

Therefore, it is proposed to analyse the potential threats when the NF service producer/NRF receiving the client credentials seertion cannot correctly validate it.


	
	

	Summary of change:
	Added a new clause for analysing the potential threats related to client credentials assertion validation by NRF/NF service producer.

	
	

	Consequences if not approved:
	Lack of threat anslysis for the purpose of the test cases for security assurance.
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[bookmark: _Toc482970147][bookmark: _Toc467658313][bookmark: _Toc492977751]*************** Start of the 1st Change ****************
[bookmark: _Toc19783180][bookmark: _Toc26886964][bookmark: _Toc35533600][bookmark: _Toc19783186][bookmark: _Toc26886970][bookmark: _Toc35533606][bookmark: _Toc19783277][bookmark: _Toc26887061][bookmark: _Toc35533699]6.2	Generic critical assets 
The generic critical assets of NF to be protected are:
-	NF Application.
-	NF API data (e.g. API message IEs, access tokens, client credentials assertions).
-	The interfaces of NF to be protected and which are within SECAM scope: 
-	Service Based Interfaces.
*************** Start of the 2nd Change ****************
6.3.x	Threats related to authentication for indirect communication
[bookmark: _Toc19783187][bookmark: _Toc26886971][bookmark: _Toc35533607]6.3.x.1	Incorrect validation of client credentials assertion
-	Threat name: Incorrect Validation of Client Credentials Assertion. 
-	Threat category: Spoofing Identity, Information Disclosure, Denial of Service, Elevation of Privilege.
[bookmark: _GoBack]-	Threat Description: for indirect communication where NF service consumer and NRF/NF service producer cannot mutually authenticate each other, the authentication of NF service consumer towards NRF/NF service producer can only implicitly rely on authentication between NF service consumer and SCP and between SCP and NRF/NF service producer with hop-by-hop security protection. An additional authentication for indirect communication is using client credentials assertions signed by NF service consumer and validated by NRF/NF service producer, as defined in TS 33.501 [3] clause 13.3.8. Client credentials assertions are sent end-to-end from NF service consumer to NRF/NF service producer via one or several SCPs. There are following threats if the generic NF (including all typers of NF service producer, NRF) receiving the assertion cannot correctly validate it:
-	If the NF could not verify the integrity of the assertion, an attacker can deceive the NF by tampering the instance ID of the consumer NF, audience claim, timestamp and expiration time in the client credentials assertion. This can lead to spoofing identity, information disclosure, denial of service, elevation of privilege.
-	If the NF could successfully verify the integrity of the client credentials assertion but could not verify the audience claim in the assertion, an attacker can deceive the NF with an assertion detined for another NF type intercepted from the consumer NF. This can lead to spoofing identity, information disclosure, elevation of privilege.
-	If the NF could successfully verify the integrity and audience claim of the client credentials assertion but could not verify the expiration time (exp) in the assertion, it can be replayed by an attack, who can abuse the use of assertion for authentication out of its lifetime. This can lead to spoofing identity, information disclosure.
-	Threatened Asset: NF API data, NF Application, Sufficient processing capacity.

*************** End of the Changes ****************
