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1
Decision/action requested

Approve this contribution to add a new key issue in the UAS study TR33.854
2
References

[1]
3GPP TR 23.754 

3
Rationale

As stated in TR 23.754 [1], each UAV is assigned two types of IDs, in addition to UE ID (e.g. SUPI) and Credentials used for registration in 3GPP networks: 
· Civil Aviation Authority (CAA) level UAV ID by USS/UTM for Remote Identification and Tracking. 

· 3GPP UAV ID used by the 3GPP system to identify the UAV

The 3GPP Core Network is aware of the CAA-level UAV ID and the mapping between the CAA-level UAV ID and the 3GPP UAV ID.  

The UAV ID is used by the UAV to access the services provided by 3GPP systems, e.g. Remote Identification. The UAV shall be authenticated to prevent illegal access to the UAS services provided by 3GPP systems. 

4
Detailed proposal

pCR
***
BEGINNING OF 1st CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[x1] 3GPP TR 23.754: "Study on supporting unmanned aerial systems connectivity, Identification and tracking".
***
END OF 1st CHANGES
***

***
BEGINNING OF 2nd CHANGES (all text are new) ***
5.X
Key Issue #X: UAS Authentication and Authorization 
5.X.1
Key issue details

Each UAS consists of one UAV Controller (i.e. UAVC) and one UAV. 
As stated in Architectural Assumptions of TR 23.754 [x1], each UAV is assigned two types of IDs as follows, in addition to UE ID (e.g. SUPI) and Credentials used for registration in 3GPP networks: 
· Civil Aviation Authority (CAA) level UAV ID assigned by USS/UTM and used for Remote Identification and Tracking. 
· 3GPP UAV ID assigned by the 3GPP system and used by the 3GPP system to identify the UAV
The 3GPP Core Network is aware of the CAA-level UAV ID and the mapping between the CAA-level UAV ID and the 3GPP UAV ID [x1].  
To support Unmanned Aerial Systems (UAS) regarding connectivity, identification and tracking, the 5GS network (e.g. AMF, gNB) should be aware of these UAV identities and the special nature of a drone, i.e. a potentially high and fast flying object and whether UAV roles are authorized in the drone domain. I.e. after UAV have been successfully authenticated and authorized, information from the UTM/USS/AF needs to be provided to the 3GPP system providing connectivity. This allows the 5GS to set certain policies for the UAVs.
 In case of unsuccessful A&A the 5GS may act and de-register the UE or terminate existing PDU connections. However, the use case of a drone when not active in UAS operation performing software updates using 5G network needs to be also considered, in which case deregistering and termination of the existing connections may be not appropriate.
The 3GPP UAV ID is used by the UAV to access the services provided by 3GPP systems, e.g. Remote Identification. The UAV shall be authenticated to prevent illegal access to the UAS services provided by 3GPP systems. On the other hand, the 3GPP system should allow authentication of USS/UTM to prevent false USS/UTM.
5GC UAV Authentication and Authorization has been already addressed in SA2 work TR 23.754 which suggests that the UE (UAV) executes normal 5G registration, establishes a PDU connection and then performs A&A for the UAV with the UTM/USS. Thus, the 5GC is not directly involved in the A&A process for UAV authentication and authorization. 
Further, the 3GPP system shall also enable UTM/USS to revoke UAV authorisation and indicate to 3GPP system revoked UAVs/UAVCs. 
5.X.2
Threats
If UAS authentication is not performed, unauthorized UEs/UAVs may access the UAS services provided by 3GPP and consume resources meant for authorized UEs/UAVs. It is notable that the unauthorized UEs may be a regular UE or a UAV with 3GPP ID/credentials. They may be able to access 3GPP networks using 3GPP credentials, but do not have credentials for access UAS services. 

If 5GC would not be notified of UAS authentication result, 5GS may allow access UAVs in their system that are not authorized.

If the UAS authentication process is not standardized there may be costly proprietary solutions which may result in potential security risks with respect to proprietary solutions.
If 3GPP system is not capable to receive revocation of UTM/USS authorisation, UTM/USS might not be able to take appropriate measures to deal with misbehaving UAVs and they might cause accidents or become attack vectors. 
A fake USS/UTM may allow unauthorized UAVs to operate..

5.X.3

Potential Security requirements



A UAV shall be authenticated and authorized in addition to Primary Authentication before being allowed to access UAS services provided by 3GPP systems.
The 3GPP system shall enable UAV authentication and authorisation by the UTM/USS utilising the 3GPP system. 
The 3GPP system shall enable revocation of UAV authorisation by the UTM/USS utilising the 3GPP system. 


The 3GPP system shall ensure that the USS/UTM is authorised to provide the authorisation of the UAV.











***
END OF 2nd CHANGES
***

�Paring is a different key issue which is about send message between UAV and UAV-C


�This key issue is about authorisation


�It is not the UAC or UAV





