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Impacts 
{ For Normative work, identify the anticipated impacts. For a Study, identify the scope of the study.}
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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a 

	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	760047
	Study of enablers for Network Automation for 5G
	Rel-16 SA2 study on eNA

	820020
	Stage 2 of eNA
	Rel-16 normative work of eNA

	840022
	Study on Enablers for Network Automation for 5G - phase 2
	Rel-17 SA2 study on eNA-phase 2
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Justification
SA2 TR 23.700-91 study of enablers for Network Automation (eNA) for the 5G System (5GS) Phase 2 was approved at SA#84 in June, 2019. Several key issues and solutions show SA3 impact. SA2 indicates the necessity of involving SA3 in the study, for example, on the topic of privacy and integrity of collected UE data for analytics by NWDAF. Also, the topic of user consent for UE data collection falls into the domain of SA3. Detailed extracts from the SA2 study can be referred to in S3-201783.
Besides, SA2 has sent SA3 an LS (S2-2004560) about the user consent requirements for analytics, asking SA3 to coordinate with SA2 and provide answers to user consent requirements for several scenarios of collecting and analysing UE related data.
Furthermore, one of the objectives in the SA2 study was to identify the need of multiple NWDAF instances in one PLMN including hierarchies, roles and inter-NWDAF instance cooperation and derive the related architecture enhancement to support this. Security for this architecture needs to be investigated. Further, privacy aspects of transferred data under this architecture should be considered carefully, i.e. what kind of data could be allowed to be transferred to another NWDAF.

Based on the above observations, it is necessary for SA3 to launch a study in Release17, in order to identify the specific security key issues and further investigate related solutions based on the SA2 study, including but not limited to the above listed issues.
4
Objective

The aim of this study item is to study the security aspects of enablers for network automation for the 5G system developed by SA2 and identified by SA3, based on the outcome of their study in TR 23.700-91. More specifically, this study item will identify security issues and requirements and provide corresponding security solutions related to the following scenarios:

-
UE data collection protection to fulfil the NWDAF functionalities including privacy, data authenticity, data integrity, accessibility aspects and user consent.

-
Detection of cyber-attacks and anomaly events supported by NWDAF and its related functions, specifically to define parameters provided by UE to help detect attacks and abnormal behaviours;
-
Protection of data transferring (e.g. privacy) in the inter-NWDAF/NWDAF instances.
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TR
	33.XXX
	Study on security aspects of  enablers for network automation for the 5G system phase 2
	TSG#91(MAR 2020)
	TSG#92 (JUNE
2021)
	Xiaoting Huang, China Mobile, huangxiaoting@chinamobile.com
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Work item Rapporteur(s)
Xiaoting Huang, China Mobile, huangxiaoting@chinamobile.com
7
Work item leadership

SA3
8
Aspects that involve other WGs
SA2 for architectural aspects
	9
Supporting Individual Members
Supporting IM name

	China Mobile

	Nokia

	Nokia Shanghai Bell

	Huawei

	Hisilicon

	China Unicom

	CATT

	ZTE

	Ericsson

	Lenovo

	Motorola Mobility

	LG Electronics

	CableLabs

	Interdigital


