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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

NA
3
Rationale

Comparing to LTE ProSe, the UE-to-Network Relay in 5G is enhanced to support commercial use cases. This may bring new security requirements comparing to LTE Prose where the UE-to-Network Relay is only used in public safety scenario as defined in clause 4.4.3 of TS 23.303[YY]. Public safety enabled UEs can be considered under control by police or government. When a UE-to-Network Relay is used in commercial case, the UE-to-network Relay may be a commercial with the trust relationship between remote UE and relay UE that not as strong as the trust relationship between public safety-enabled UEs.
4
Detailed proposal

*************** Change 1***************
X.Y
Key Issue #Y: Security of UE-to-Network Relay
X.Y.1
Key issue details

In KI#3 of TR 23.752[xx], the UE maybe be able to access the network via the direct network communication or the indirect network communication as showing in figure x.y.1. The path#1 is direct network communication path and the path#2 and path#3 are indirect network communication paths via different UE-to-network Relays.
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Figure x.y.1
The UE-to-Network relay is registered to the 5GS as a UE. In order to provide service to the remote UE, the UE-to-Network relay needs to establish an NR PC5 link with the Remote UE. Security for PC5 link establishment is documented for LTE Prose in TS 33.303 and for eV2X in TS 33.536. However, it should be studied how to accommodate such procedures to 5G Prose. 

For UE-to-Network relay, two options (Layer-2 UE-to-Network relay and Layer-3 UE-to-Network relay) are under consideration in TR 23.752 [xx]. Both options commonly provide network access service to remote UE with the following differences.

· Layer 2 relay: remote UE is registered to the 5GC and has an AS security context established with the gNB in the connected mode.

· Layer 3 relay: remote UE may be registered to the 5GC, but does not have an AS security context.

Both options described above require PC5 unicast link between the remote UE and UE-to-Network relay. Therefore, it should be studied how to establish PC5 link securely (e.g., authentication and security context establishment) for both options.

TR 23.752 
[1] in Clause 5.3, Key Issue #3: Support of UE-to-Network Relay has the following key issue:

-
How to transfer data between the Remote UE and the network over the UE-to-Network Relay.

NOTE 1: Security and privacy aspects will be handled by SA WG3.
The UE-to-Network Relay in 5G is enhanced compared to LTE ProSe, to support commercial case. This may bring new security requirements compared to LTE Prose where the UE-to-Network Relay is only used in public safety scenario as defined in clause 4.4.3 of TS 23.303[YY]. Public safety enabled UEs can be considered under control by police or government. When a UE-to-Network Relay is used in commercial case, the UE-to-network Relay may be a commercial UE that could belong to any person. In this case, the trust relationship between remote UE and relay UE is not as strong as the trust relationship between public safety enabled UEs.
X.Y.2
Security threats

Lack of security during PC5 link establishment for UE-to-Network relay may cause to DoS attacks against the remote UE.

Lack of securityduringt PC5 link establishment for UE-to-Network relay may allow MitM attack where the attacker can eavesdrop, modify, or inject messages into the remote UE data. 

Failure to protect integrity and confidentiality of information exchanged between the Remote UE and the network over the UE-to-Network Relay will open vulnerability in 5GS and allow various attacks such as unauthorised access. If the UE-to-Network Relay is compromised, the security (i.e., the integrity and confidentiality) of information between the Remote UE and the network may be compromised.

If the UE-to-Network Relay is compromised, the security (i.e., the integrity and confidentiality) of information between the Remote UE and the network may be compromised.
X.Y.3
Potential Security requirements

The system shall support a secure means to establish a PC5
 link between the remote UE and the UE-to-Network relay.
Confidentiality protection, Integrity protection and replay-protection shall be supported between the remote UE and the 3GPP network.


********** End of Change **********
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