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1
Decision/action requested

New key issue to address the potential linking of UEs by SUCI replay attack.
2
References

[1]
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3
Rationale

It is proposed to introduce an additional key issue that addresses a linkage attack related to the SUCI. i.e. an attack by which it is possible to find out whether a UE observed at some location/time X is identical to a UE observed at some location/time Y. 
4
Detailed proposal

****** START OF CHANGES
5.2.X
Key Issue #2.X: Linkage attack by SUCI replay
5.2.X.1
Key issue details 
This key issue addresses a linkage attack related to the SUCI as described in the following clause on potential threats. 
5.2.X.2
Potential threats

The SUCI can be used for a linkage attack, i.e. an attack by which it is possible to find out whether a UE observed at some location/time X is identical to a UE observed at some location/time Y. For this, an attacker records a SUCI that is used over the radio interface by a UE_A. (As the UE uses a 5G-GUTI rather than a SUCI in most cases, the attacker may also execute an active attack, such as corrupting the 5G-GUTI when it is sent by the UE, which leads with a significant probability to an identity request, so the UE will send a SUCI subsequently in an identity response.) 

When at some later time some UE_X makes a registration request to a false base station operated as a relay by the same attacker, the attacker can modify UE_X's registration request by exchanging the 5G-GUTI or SUCI used in this request by the previously captured SUCI of UE_A and forward the modified request to the network. Note, this is possible, because UE X's first message is unsecured pre-authentication traffic. 

Subsequently, the attacker observes whether a successful AKA run is performed, and the registration request is accepted by the network. If so, then UE_X = UE_A. 

Note that this attack cannot by mitigated by hiding only the content of the AKA response, because the attacker can detect from the subsequent messages (e.g. RRC SMC procedure, repetition of the AKA, or RRC release) whether the AKA run was successful or not.
5.2.x.3

Potential security requirements
SUCI replay shall not allow the linkage of service requests.

****** END OF CHANGES
