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	Reason for change:
	In TS33.501 and under clause 13.3.2.2, it reads the following:

If the PLMN uses token-based authorization as specified by clause 13.4.1.2 and the PLMN’s policy mandates that the NRF authenticates the NF Service Consumer before granting an access token, the access token indicates to the NF Service Producer that the NF Service Consumer has been authenticated by the NRF.

The above statement is misleading and not completely accurate.
Since an attacker can possibly steal an access token and send a service request to the NF service producer using an access token which belongs to another NF service consumer, it is important to ensure that the above statement accurate and not open for insecure interpretations.

This CR propose a change to ensure that this statement is accurate and does not introduce any incorrect information.

	
	

	Summary of change:
	Correcting the mentioned statement to ensure that TS33.501 does not introduce any inaccurate information.

	
	

	Consequences if not approved:
	Inaccurate statement which allows specific attacks to be valid..
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*************** Start of Change 1 ****************

[bookmark: _Toc19634882][bookmark: _Toc26875948][bookmark: _Toc35528715][bookmark: _Toc35533476][bookmark: _Toc45028832][bookmark: _Toc45274497][bookmark: _Toc45275084][bookmark: _Toc45028834][bookmark: _Toc45274499][bookmark: _Toc45275086][bookmark: _Toc19634881][bookmark: _Toc26875947][bookmark: _Toc35528714][bookmark: _Toc35533475][bookmark: _Toc45028828][bookmark: _Toc45274493][bookmark: _Toc45275080][bookmark: _Toc19634886][bookmark: _Toc26875954][bookmark: _Toc35528721][bookmark: _Toc35533482][bookmark: _Toc45028846][bookmark: _Toc45274511][bookmark: _Toc45275098][bookmark: _Toc19634888][bookmark: _Toc26875956][bookmark: _Toc35528723][bookmark: _Toc35533484][bookmark: _Toc45028848][bookmark: _Toc45274513][bookmark: _Toc45275100]13.3.2	Authentication and authorization between network functions 
………..
………...
13.3.2.2	Indirect communication
In indirect communication scenarios, the NF Service Producer and NF Service Consumer shall use implicit authentication by relying on authentication between NF Service Consumer and SCP, and between SCP and NF Service Producer, provided by the transport layer protection solution, NDS/IP, or physical security.
NOTE 0: Mutual authentication between NF service consumer and NF Service producer is not achieved with hop-by-hop security.
If the PLMN uses OAuth 2.0 token-based authorization as specified by clause 13.4.1.2 and the PLMN’s PLMN's policy mandates that the NRF authenticates the NF Service Consumer before granting an a JWT access token, the access token then the NRF indicates to the NF Service Producer in the issued JWT access token that the NF Service Consumer identified by the NF Instance ID that is listed in the subject of the access token has been authenticated by the NRF.
[bookmark: _GoBack]If additional authentication of the NF Service Consumer is required, the NF Service Producer authenticates the NF Service Producer at the application layer using Client credentials assertion and authentication as specified in clause 13.3.8. 
The NF service consumer authentication based on Client credentials assertion and authentication is optional to use, and based on operator policy. 
*************** End of Change 1 ****************

