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Decision/action requested

Introduction of IIoT security topic giving reference to the architecture changes from Rel-16 to Rel-17.
Rational

Providing a short introduction to the IIoT security topic showing the evolution from Rel-16 to Rel-17.
****** START OF CHANGES (all text new)
4
Architectural security considerations
4.1
Rel-16 reference architecture
The 5G TSC service is described in 3GPP TS 23.501 [3]. It allows the 5G System to be integrated transparently as a bridge in an IEEE TSN network [5], where the 5GS system acts as one or more TSN Bridges of a TSN network with DS-TT and NW-TT introduced in Rel-16 to transparently process and transfer UP TSN messages. 

TSN AF is used to configure the 5GS on CP via a CNC. Only the fully centralized model is supported in Rel-16. gPTP is used for time synchronization. In Rel-16, only downlink time synchronization has been addressed, with the GM clock being always on the NW-TT/UPF side.

The security for the TSC service is addressed in 3GPP TS 33.501 [2] Annex L.
4.2
Rel-17 enhancements for time synchronization

TR 23.700-20 [4] is studying several enhancements in Rel-17 for the centralized model:
· PTP support, a time-synch protocol based on IP

· Support for uplink time synchronization for gPTP and PTP

· Support for multiple TSN clock domains UE-to-UE communication 

· Exposure of TSC capabilities of the 5GS using the NEF framework 
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