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[bookmark: _Toc42177171][bookmark: _Toc42179524][bookmark: _Toc42246797][bookmark: _Toc38308886]
*** 1st CHANGE***
4.2.3	NEF
NEF is defined in TS 23.501 [3] with additional functions:
-	NEF enables and authorizes the external AF assessing AKMA service and forwards the request towards the AAnF.
-	NEF finds the AAnF.
*** 2nd CHANGE***
[bookmark: _Toc42177172][bookmark: _Toc42179525][bookmark: _Toc42246798]4.2.4	AUSF
AUSF is defined in TS 23.501 [3] with additional functions:
-	AUSF Pprovides the SUPI and AKMA key materialAnchor Key (A-KID, KAKMA) of the UE to the AAnF. 

*** 3rd CHANGE***
[bookmark: _Toc42177176][bookmark: _Toc42179529][bookmark: _Toc42246802]4.4	Security requirements and principles for AKMA
The following security requirements are applicable to AKMA:
-	AKMA shall reuse the same UE subscription and the same credentials used for 5G access.
[bookmark: _GoBack]-	AKMA shall reuse the 5G primary authentication procedure and methods (both 5G AKA and EAP AKA' shall be supported) for the sake of implicit authentication for AKMA services.
 -	The SBA interface between the AAnF and the AUSF AAnF's SBI interface to AUSF shall be confidentiality, integrity and replay protected.
-	The SBA interface between AAnF and AF/NEF shall be confidentiality, integrity and replay protected.
-	The AKMA Application Key (KAF) shall be provided with a maximum lifetime. When the AKMA Application Key lifetime is expired, it shall be renegotiated.
NOTE:	Roaming aspects are not considered in the present document.
*** 4th CHANGE***

[bookmark: _Toc42177177][bookmark: _Toc42179530][bookmark: _Toc42246803]4.4.1	Requirements on Ua* Reference point
The Ua* reference point is application specific. The generic requirements for Ua* are:
-	Ua* protocol shall be able to carry AKMA Key Identifier (A-KID); 
-	the UE and the AKMA AF shall be able to secure the reference point Ua* using the AKMA Application Key derived from the AKMA Anchor Key.
NOTE 1:	The exact method of securing the reference point Ua* depends on the application protocol used over reference point Ua*.
[bookmark: _Toc42177178]NOTE 2:	Specifying Ua* protocol identifier is not considered in the present document.
-	The Ua* protocol shall be able to handle the expiration of KAF


*** 5th CHANGE***

[bookmark: _Toc42177179][bookmark: _Toc42179531][bookmark: _Toc42246804]4.4.2	Requirements on AKMA Key Identifier (A-KID)
Requirements for AKMA Key Identifier (A-KID) are:
-	A-KID shall be globally unique;
-	A-KID shall be usable as a key identifier in protocols used in the reference point Ua*;
-	AKMA AF shall be able to identify the AAnF of serving the UE from the A-KID.
*** 6th CHANGE***

[bookmark: _Toc42177186][bookmark: _Toc42179538][bookmark: _Toc42246811]6.3	AKMA Application Key request via NEF
Figure 6.3-1 shows the procedure used by the AF to request AKMA Application Key from 5GC via NEF, when the AF is located outside the operator's network. 



Figure 6.3-1: AKMA Application Key request via NEF
1.	When the AF is about to request AKMA Application Key for the UE from the 5GC, e.g. when UE initiates application session establishment request as in clause 6.2, the AF discovers the HPLMN of the UE based on the A-KID and sends the request towards the 5GC via NEF service API.
NOTE:	In the case of architecture without CAPIF support, the AF is locally configured with the API termination points for the service. In the case of architecture with CAPIF support, the AF obtains the service API information from the CAPIF core function via the Availability of service APIs event notification or Service Discover Response as specified in TS 23.222 [5].
2.	If the AF is authorized by the NEF to request AKMA Application Key, the NEF discovers and selects an AAnF instance based on local configuration or via NRF in the same way as the AF selects the AAnF in clause 6.2. 
3.	The NEF forwards the AKMA Application Key request to the selected AAnF.
4.	The AAnF generates the AKMA Application Key in clause 6.2 and sends the response to the NEF with the KAF, the KAF expiration time (KAF_exptime) and potentially other parameters.
5.	The NEF forwards the response to the AF.
Editor's Note: Whether other parameters are to be returned to the AF via NEF is FFS.


*** 7th CHANGE***
6.5	Initiation of AKMA
In case when the UE does not know to use AKMA for a service, then the following procedure applies.
[image: ]
Figure 6.5-1: Initiation of AKMA
1.	The UE may start communication over reference point Ua* with the AF with or without any AKMA-related parameters.
2.	If the AF requires the use of shared keys obtained by means of the AKMA, but the request from UE does not include AKMA-related parameters, the AF replies with an AKMA initiation message. The form of this initiation message may depend on the particular reference point Ua*.
In case the UE knows to use AKMA for a service, then it directly initiates the procedure in clause 6.2.


*** END OF CHANGES***
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