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1
Decision/action requested

Solution proposal for SQN protection during resynch procedure to address key issue #4.1 in TR 33.846.
2
References
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3
Rationale

TR 33.846 discusses several attacks on authentication schemes and provides solution proposals for authentication enhancements. One attack scenario is related to re-use of a RAND from AKA and by this could compromise privacy. The related key issue #4.1 of TR 33.846 reads as follows:

The freshness parameter for the calculation of AK (the keystream that protects the SQN returned to the network) during a re-synchronisation in AKA is the random number RAND from the challenge. An attacker can force the re-use of RAND and hence the keystream AK may be used multiple times to protect different SQNs [4]. The attacker could leverage the feedback from the network side and conduct an activity monitoring attack to break subscribers' privacy. It is preferable to avoid such keystream re-use. 
This solution proposal prevents the attacker from retrieving any SEQMS information from UE in a way that the existing AK (Anonymity Key) used in AUTS is sufficient to protect SEQMS without the need for changes of the protocol messages or the cryptographic operations. To achieve this, the USIM stores the RAND values for which it computes and sends an AUTS in a synchronisation failure. Each time it needs to compute an AUTS, it checks whether the current RAND has been used before to compute an AUTS. If this is the case, it does not compute the AUTS as specified in TS 33.102 but sets the AUTS to all zeros. When the home network (UDM/ARPF) detects an all zeros AUTS, it does not do any changes to the SQNHE but immediately proceeds by generating a new AV and sending a new authentication request to the UE.

This way, a sniffer or active attacker on the radio interface does not get any information from the synchronization failure, except the fact that there was a RAND repetition. In case the RAND repetition is due to a false base station replaying an authentication request, which the network has previously sent to a UE, to this same UE, the attacker is anyway aware that this is a RAND repetition. In regular traffic, on the other hand, it is highly unlikely that two authentication requests that cause a synchronization failure will have the same RAND. If this still happens, and the network receives an all zeros AUTS, the network gets no proof that this AUTS really comes from the UE, and the network will not be able to synchronize the SEQHE with the SEQMS. In this case it is still clear for the network that something went wrong with the authentication procedure, so the authentication procedure must be repeated. The network repeats the authentication request until it creates a RAND that has not been used to compute an AUTS before.

Obviously, the USIM cannot store an arbitrary number of RAND values. It is an operator decision how many RAND values are stored. The USIM can discard the oldest stored RAND value in case there is otherwise no more room to store a new RAND value. 

4
Detailed proposal

****** START OF CHANGES
6.4.X

Solution #4.X: SQN protection during re-synchronisation procedure in AKA 

6.4.X.1
Introduction

This solution addresses the key issue #4.1.

The following sequence chart illustrates what is already specified in TS 33.501 clause 6.1.3.3 for the case of authentication request that results in a synchronization failure. Additions are in step 5 and step 9. The description is applicable when 5G AKA is used. However, the proposed mechanism of setting AUTS to all zeros is not limited to the use of 5G AKA but is also applicable if EAP-AKA' is used. Further, the solution would be also applicable to older generations than 5G.
6.4.X.2
Solution details


[image: image1]
Figure 6.4.X.2-1: Illustration of UE and HE synchronization failure detection handling 
1.
Authentication vector is generated during authentication procedure in UDM/ARPF.

2.
Nudm_UEAuthentication_Get Request carrying the AUTN, RAND value in 5G HE AV from UDM/ARPF to AUSF.

3.
Nausf_UEAuthentication_Authenticate Response carries the AUTN, RAND value in 5G SE AV from AUSF to AMF/SEAF.

4.
AMF/SEAF shall send AUTN, RAND value to UE in NAS Authentication Request message.

5.
After the receipt of Authentication Request message, when there is no synchronization failure, the UE computes an answer as described in TS 33.501. If, however the USIM detects a synchronization failure, it checks whether the current RAND value is stored on the USIM as a received RAND value. If this is not the case, it stores the RAND value in the USIM as a received RAND value and computes AUTS as specified in TS 33.102. Otherwise, it sets AUTS to all zeros. 

NOTE: According to this, only RAND values of challenges that result in a synchronization failure are stored on the USIM. The number of RAND values that the USIM stores is entirely up to the operator and the choice of the value affects only the USIM.  The USIM can discard the oldest stored RAND value in case there is otherwise no more room to store a new RAND value.
6.
UE includes AUTS provided by USIM in Authentication failure message to AMF/SEAF.
7. Upon receiving an authentication failure message with AUTS from the UE, the AMF/SEAF sends an Nausf_UEAuthentication_Authenticate Request message with a "synchronisation failure indication" to the AUSF. 

8.
AUSF sends a Nudm_UEAuthentication_Get Request message to the UDM/ARPF with RAND (sent to UE in preceding Authentication Request) and AUTS (received from AMF/SEAF).

9.
UDM/ARPF receives the AUTS. If AUTS is all zeros, UDM/ARPF proceeds by sending a Nudm_UEAuthentication_Get Response message with a new authentication vector with a new RAND value. Otherwise, UDM/ARPF proceeds as specified in TS 33.501 in case of a synchronisation failure. 
6.4.X.3 Solution summary

The solution would need to introduce in TS 33.102, section 6.3.5, a new step 0 which checks for AUTS. If AUTS received is all zeros, then HE/AuC continues with step (6), otherwise it continues with step (1).
Editor’s Note: The following issue needs to be addressed: The number of RAND values that the USIM stores is a main issue. The attacker can record all the RAND in the storage, then send fake authentication request with RAND which can escape the RAND check. For example, the attacker acquires AUTS1 for RAND1 and stores this information. RAND1 is stored in the USIM. After a period, the RAND1 become the oldest one and it was deleted. Attacker can send new authentication request with RAND1 and acquire AUTS2. Thus, it is ffs if SQN still possibly leaks.
Editor’s Note: Further investigation is needed: An attacker could also record RAND values and could estimate the number of RAND values stored on the USIM by trial-and-error. Could an attacker also change the value of the AUTS from all zeros to some random noise?

6.4.X.4 Evaluation

The proposed solution has impact on the USIM and UDM.

Ed. Notes: FFS if the solution has backward compatibility issues.

The solution prevents the attacker from retrieving any SEQMS information from UE in a way that the existing AK (Anonymity Key) used in AUTS is enough to protect SEQMS without the need for changes of the protocol messages or the cryptographic operations.
By setting AUTS to all zeros in case of RAND-reusage, a sniffer or active attacker on the radio interface does not get any information from the synchronization failure, except the fact that there was a RAND repetition. In case the RAND repetition is due to a false base station replaying an authentication request, which the network has previously sent to a UE, to this same UE, the attacker is anyway aware that this is a RAND repetition. In regular traffic, on the other hand, it is highly unlikely that two authentication requests that cause a synchronization failure will have the same RAND. If this still happens, and the network receives an all zeros AUTS, the network gets no proof that this AUTS really comes from the UE, and the network will not be able to synchronize the SEQHE with the SEQMS. In this case it is still clear for the network that something went wrong with the authentication procedure, so the authentication procedure must be repeated. The network repeats the authentication request until it creates a RAND that has not been used to compute an AUTS before.
****** END OF CHANGES
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