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1
Decision/action requested

It is requested to approve this solution for TR 33.847.
2
References

[1]
3GPP TR 33.847: "Study on security aspects of enhancement for proximity based services in the 5G System (5GS)".
3
Rationale

This solution describes the procedure for secure communication between UE and ProSe function (5GDDNMF). It is proposed to re-use the AKMA procedure for the same.
4
Detailed proposal

*****Start of 1stchange*****
2
References

 [1]
3GPP TR 33.535: " Authentication and Key Management for Applications (AKMA); based on 3GPP credentials in 5G (Release 16)".
*****Start of 2nd change*****
6.A
Solution #A: Secure data transfer between UE and 5GDDNMF
6.A.1
Introduction
This solution addresses key issue#A.

6.A.2
Solution details

In LTE ProSe, the protection of traffic between UE and ProSe Function is as specified in clause 5.3.3.2 in TS 33.303 [yy]. For 5G ProSe the security can be established using Authentication and Key Management for Applications. Where AF is the ProSe Application Function (5GDDNMF) and AF should be authenticated and authorized by the operator network before providing the AKMA Application Key (KAF) to the AF. 
Editor’s note: Whether 5GDDNMF is a functionality of PCF or an AF is based on conclusion from SA2.
It is proposed to use the AKMA network model and security procedure to have a secure data transfer between UE and the 5GDDNMF.
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Figure 6.A.2-1: User plane architecture

Fig 6.A.2-1 is reference model for AKMA modified for supporting Proximity based services. The Application function in AKMA is 5GDDNMF in ProSe having a service-based interface N5gddnmf with other Network Functions, to ssconsume or provide services from or to other NFs. 
Editor’s note: Whether AKMA user plane architecture is used shall be based on conclusion from SA2.
The PC3 interface between UE and 5GDDNMF is considered as Ua* interface and depends on Ua* protocol.

However, the security requirement of PC3 interface should be aligned to satisfy the Ua* interface. Also, the interface Ua* needs to have new functionalities in addition to specified in clause 4.4.1 of TS 33.535 [xx] for Ua*.
Editor’s note: The need of new functionalities is FFS and whether the new functionalities can be used in Ua* is FFS.
Editor’s note: The impact on Ua* interface and PC3 interface are FFS.
6.A.3
Evaluation

TBD
*****End of changes*****
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