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Missing assignments of Data-Type per IE
During the development of the GSMA’s permanent reference document FS.36 “5G Interconnect Security Recommendations”, GSMA members within the 5G Interconnect Security (5GIS) work item group have identified a lack of information for the Data-Types of IEs that are communicated over the intercarrier N32-f link 
An enumerated list of IE data-types from Table 6.1.5.3.5-1 of 3GPP TS 29.573 is defined below:
	IE Type
	Description

	“UEID”
	IE of type UE identity (e.g. SUPI).

	“LOCATION”
	IE carrying location information.

	“KEY_MATERIAL”
	IE carrying keying material.

	[bookmark: _Hlk37158569]“AUTHENTICATION_MATERIAL”
	IE carrying authentication material like authentication vectors and EAP payload.

	“AUTHORIZATION_TOKEN”
	IE carrying authorization Token

	“OTHER”
	IE carrying other data requiring encryption.

	“NONSENSITIVE”
	IE carrying information that are not sensitive.


: IE Types as per 3GPP 29.573
Section 5.9.3.3 of 3GPP 33.501 states that Authentication Vectors, Cryptographic material, Location data, (e.g. Cell ID and Physical Cell ID), shall be confidentiality protected when being sent over the N32 interface, irrespective of the Data-type Encryption Policy. It also states that the SUPI attribute should additionally be confidentiality protected when being sent over the N32 interface.
However, there is no actual mapping of IE to IE Data-Type per IE, and these documents do not provide guidance on what type of data could be classified as location data – i.e. whether it is Cell ID level, or country level, or anything in between. The same lack of guidance is apparent for UEID, so it is not clear if it includes temporary identities as well as more permanent information.  
In the absence of this, the GSMA 5GIS have adopted the following principles of what IEs map to what data-types:
	IE Data-Type
	Typical IE features 

	UEID
	These IEs shall be considered to include any identity that could identify the UE. This includes long-lasting identities such as Charging ID
An example of a UEID IE is TS29518_Namf_EventExposure.yaml /namf-evts/v1/subscriptions post Request subscription/gpsi

	LOCATION
	These are IEs which carry Location information. What defines location information is suggested to be a location that is relatively precise. In real-life, a continuum can exist in location precision, but for this mapping generally countries or operators would not be considered to be location, but Cell-IDs would be. If an IE can give a precise location, then it has this mapping.
An example of a LOCATION IE is
TS29518_Namf_EventExposure.yaml	/namf-evts/v1/subscriptions post Response reportList/*/location/eutraLocation/ecgi/eutraCellId

	KEY_MATERIAL
	These are IEs that carry key material. Specific example would be encryptionKey and encryptionAlgorithm. UPU related information would also fall under this.

	AUTHENTICATION_MATERIAL
	These are IEs which carry authentication material like authentication vectors and EAP payload. 

	AUTHORIZATION_TOKEN:
	These are IEs which carry Authorization Tokens. The oauth2 access_token would be of this type

	OTHER
	These are IEs which do not fall into one of the above types, but they would be considered sensitive, and which protection policies may wish to confidentiality protect

	NON-SENSITIVE
	These are IEs that would are regarded as sensitive. a protection policy would not normally encrypt (confidentiality protect) these.


: Principles for IE Mapping to Data Types
The IE Data-Type assignment is needed to determine how to treat IEs based on the protection policy that two operators agree between each other, when using the PRINS model
Action Required
[bookmark: _Toc437780036][bookmark: _Toc51656806][bookmark: _Toc74460304]GSMA 5GIS requests the 3GPP CT4 group to consider these Data-Type mapping guidelines and provide responses to the following questions: 
Are these guidelines correct, or are there alternative guidelines which can be given? 
Is it an objective for 3GPP to define the correct Data-Type for IEs? 
Next Meetings
RIFS#91 call	3 Sep 2020
RIFS#92 call	1 Oct 2020
Additional calls will continue after these dates at approximately 3 week intervals.
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