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This document is the initial output text of Q.PRO-Trust: “Requirement, framework and protocols for signalling network analyses and optimization in IMT-2020”, as discussed at Q2/11 virtual meeting on 22-31 July 2020.
This document is based on this meeting's discussion and results on the following contribution:
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	The meeting accepted this contribution with modification and decided to start the new work item ITU-T Recommendation Q.Pro-Trust  “Signalling procedures and protocols for enabling interconnection between trustable network entities in support of existing and emerging networks”.
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Draft Recommendation ITU-T Q.Pro-Trust
Signalling procedures and protocols for enabling interconnection between trustable network entities in support of existing and emerging networks
[bookmark: _Toc46953630]Scope
[bookmark: OLE_LINK5][bookmark: OLE_LINK6]This Recommendation presents the signalling procedures and protocols involved in the application of the signalling requirements and architecture, TSa, Sa and Sc defined in ITU-T Q.3057 for interconnection between trustable network entities in support of existing and emerging networks.
[bookmark: _Toc39052913][bookmark: _Toc39849390][bookmark: _Toc43272172][bookmark: _Toc46953631]References
The following ITU-T Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published. The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.
[ITU-T Q.3057]	ITU-T Q.3057 (2020)
[bookmark: _Toc39052914][bookmark: _Toc39849391][bookmark: _Toc43272173][bookmark: _Toc46953632]Definitions
[bookmark: _Toc39052915][bookmark: _Toc39849392][bookmark: _Toc43272174][bookmark: _Toc46953633]Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:
3.1.1	authority [ITU-T X.509]: An entity responsible for the issuance of certificates or of revocation lists.
3.1.2	certification authority (CA) [ITU-T X.509]: An authority trusted by one or more entities to create and digital sign public-key certificates. Optionally the certification authority may create the subjects' keys.
3.1.3	cross-certificate [ITU-T X.509]: A certification authority (CA) certificate where the issuer and the subject are different CAs. CAs issue cross-certificates to other CAs as a mechanism to authorize the subject CA's existence.
3.1.4	hash function [ITU-T X.509]: A (mathematical) function which maps data of arbitrary size into data of a fixed size called a digest.
3.1.5	trust [b-ITU-T X.1163]: The relationship between two entities where each one is certain that the other will behave exactly as it expects.
[bookmark: _Toc39052916][bookmark: _Toc39849393][bookmark: _Toc43272175][bookmark: _Toc46953634]Terms defined in this Recommendation
This Recommendation defines the following terms:
3.2.1	security domain: A set of objects or entities of whose security policy can be administered by one organization.
3.2.2	signalling security gateway (SSGW): An entity on the borders of the security domains that terminates and initiates secure native signalling/protocols, relays signalling traffic between security domains, configures security parameters or protocols and can perform a security policy management function.
3.2.3	trusted signalling certification authority (TSCA): The root of trust for verifying digital signatures using the root certification authority (CA) model.

[bookmark: _Toc39052917][bookmark: _Toc39849394][bookmark: _Toc43272176][bookmark: _Toc46953635]Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
AKA	Authentication and Key Agreement
CA	Certificate Authority
CLI	Calling Line Identification
CSP	Communications Service Providers 
DEA	Diameter Edge Agent
DRA	Diameter Routing Agent
DSA	Digital Signature Algorithm
ECDSA	Elliptic Curve Digital Signature Algorithm
HSS	Home Subscriber Server
IAM	Initial Address Message
IE	Information Element
IMSI	International Mobile Subscriber Identity
ISUP	ISDN User Part
LS	Local Switch
MAP	Mobile Application Part
MME	Mobility Management Entity
NE	Network Entity
NNI	Network-Network Interface
PKI	Public Key Infrastructures
PLMN	Public Land Mobile Network
PMI	Privilege Management Infrastructure
PSTN	Public Switched Telephone Network
RSA	Rivest–Shamir–Adleman
SP	Signalling Point
SIP	Session Initiation Protocol
SMS	Short Message Service
SS7	Signalling System No.7
SSGW	Signalling Security Gateway
STP	Signalling Transit Point
TM	Tandem switch
TLS	Transport Layer Security
TSCA	Trusted Signalling Certificate Authority
UE	User Equipment
UNI	User-Network Interface
[bookmark: _Toc39052918][bookmark: _Toc39849395][bookmark: _Toc43272177][bookmark: _Toc46953636]Conventions
None.
[bookmark: _Toc46953637]Architecture for interconnection between trustable network entities
Q.3057 introduced a centralized root of trust for issuing and verifying digital signatures in signalling interconnect. In cryptography, a certificate authority or certification authority (CA) is an entity that issues digital certificates. A digital certificate certifies the ownership of a public key by the named subject of the certificate. This allows others (relying parties) to rely upon signatures or on assertions made about the private key that corresponds to the certified public key. A CA acts as a trusted third party – trusted both by the subject (owner) of the certificate and by the party relying upon the certificate. The format of these certificates is specified by [ITU-T X.509] standard. A certificate authority can issue multiple certificates in the form of a tree structure. A root certificate is the top-most certificate of the tree, the private key of which is used to "sign" other certificates. All certificates signed by the root certificate, with the "CA" field set to true, inherit the trustworthiness of the root certificate.
Establishment of a TSCA as the root CA will assert control and traceability to the process of creating and signing digital certificates.
[bookmark: _Toc39052923][bookmark: _Toc39849400][bookmark: _Toc43272182][bookmark: _Toc46953638]Reference architecture
Figure 6-1 shows the reference architecture defined by ITU-T Q.3057 for the interconnection between trustable network entities. In this recommendation, the TSa, Sc and Sa interfaces’ signalling procedures will be specified.
f[image: ]
Figure 6-1 – Reference architecture of interconnection between trustable network entities
[bookmark: _Toc39052924][bookmark: _Toc39849401][bookmark: _Toc43272183][bookmark: _Toc46953639]Functional entities
Certification authority (CA)
The CA issues digital certificates for the end entity. These digital certificates contain a public key and the identity of the owner to the SSGWs/NEs within a particular security domain. 
Trusted signalling certificate authority (TSCA)
The TSCA is the root CA for the reference architecture, it functions the same as an Internet based root CA providing services to the CAs in each security domain. 
Signalling security gateway (SSGW)
The SSGW is an entity on the border of the security domain and is used for communication between two security domains. SSGW is responsible for whether protection shall be applied and enforcing security policies towards external domain.
Network entity (NE)
The NE is the origin or destination of the messages. It generates messages, e.g., ISDN user part (ISUP) message, mobile application part (MAP) message, and receives, interprets, and processes the received message.
[bookmark: _Toc39052925][bookmark: _Toc39849402][bookmark: _Toc43272184][bookmark: _Toc46953640]Reference points
Sa reference point
The Sa reference point is located between SSGWs, NEs or SSGW and NE. This reference point is for providing security interconnection to support protection of the domain.
Sc reference point
The Sc reference point is located between the SSGW/NE and the CA. This reference point is for distribution and validation certificates for the NE and the SSGW.
TSa reference point
The Sa reference point is located between CAs which belong to a CSP security domain and the TSCA. This reference point is for issuing digital certificates to the CA by the TSCA.
[bookmark: _Toc46953641]Signalling procedures
[bookmark: _Toc46953642]TSa
ITU-T Q.3057 defines the signalling procedure of TSa, shown in figure 7-1. 
Editor’s note: Need to be expanded into signalling procedures and messages - TBC

[image: ]
Figure 7-1 – signalling procedures of TSCA
[bookmark: _Toc46953643]Sa
ITU-T Q.3057 defines the signalling procedure of Sa reference point, as shown in figure 7-2.
Editor’s note: Need to be expanded into signalling messages - TBC
[image: ]
Figure 7-2 – Signalling procedures of SSGW

[bookmark: _Toc46953644]Sc
ITU-T Q.3057 defines the signalling procedure of Sc reference point.
Editor’s note: Need to be expanded into signalling messages - TBC
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