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Introduction
GSMA FASG RIFS is currently discussing potential security improvements for inter-PLMN signalling based on Diameter (4G/LTE roaming) and would like to request some background information to aid the discussion. In this respect the focus has been on integrity and confidentiality protection of the Diameter signalling traffic between roaming partners, impacting the Diameter S6a specifications.
The 4G authentication process as such has not been subject to a study for improvements yet in GSMA. However, the following 2 well-known weaknesses will be addressed in 5G:
Lack of IMSI concealment on radio access interface during initial attach or as response to identity request
In the context of roaming, lack of evidence that the subscriber is really located in the visited network.
The first weakness is no longer addressable with the necessary backward compatibility in 4G. This liaison statement requests some clarifications on the second issue.
Background
While 5G is being rolled out in many markets, the industry trends for roaming show that 5G NSA (3GPP option 3) is expected to be the dominant mode for the coming years.
One of the main reasons is that 5G SA does no longer support CS fallback, while most mobile operators are still relying on it for their roaming subscribers.
Another trend is the emergence of private LTE networks, who often have concentrated private radio coverage but would rely on commercial coverage for a host of use cases: office Wi-Fi replacement combined with commercial coverage, transport between private sites, etc.
5G has an improved authentication procedure which provides evidence to the home operator that the subscriber is really roaming in the visited network. Potentially, the 4G authentication procedure could be modified following the same logic as in 5G to achieve a similar result, as follows. The proposed protocol involves two interactions between visited and home network.
First VPLMN-HPLMN interaction:
Roaming partners agree upon the support for this extended authentication procedure, using an enriched S6a interface for the AIR command (new AVP, hash algorithm selection, extended dialog).
On receipt of AIR from MME, indicating support for extended authentication, the HSS responds with RAND, AUTN and HXRES – a one-way hash of XRES. No keys are transferred to the VPLMN at this stage.
Interaction between VPLMN and UE:
The VPLMN – UE interaction is unchanged: the MME challenges the UE, and receives the response RES.
Before initiation of the NAS security mode, the MME verifies RES by calculating HRES and comparing it to HXRES. 
Second VPLMN-HPLMN interaction:
If HRES matches HXRES, the VPLMN sends RES to the HPMN HSS, who in turn performs verification of the clear values (RES = XRES).
When HPMN verification is also successful, finally the base key (Kasme) is sent to the VPMN (MME) and the NAS security session can start.
GSMA RIFS is aware of the following aspects.
1. While the standard AKA-protocol does not require the HSS/AuC to keep state for individual protocol runs (since authentication vectors are simply delivered), this protocol extension does. State must be kept between the two interactions because the HSS/AuC must reject requests containing wrong or replayed RES values, as well as RES values that correspond to protocol executions that are not sufficiently recent. It may also be desirable to reject requests that arrive out of sequence with respect to the sequence number SQN. Moreover, the standard AKA protocol must be supported in parallel. These issues, may, however, potentially be addressed by an additional function that implements the protocol endpoint while ensuring that the HSS/AuC interface does not change (i.e. the function would consume standard authentication vectors).
2. The bitlength of RES may vary, and hence also the degree of confidence gained from using this protocol. Since the home operator is aware of RES bitlength, it can decide if supporting it is worthwhile. In practice, the bitlength of RES is expected to be sufficient for a high degree of confidence for LTE USIM cards.
3. In the 5G protocol, the UICC includes the name of the visited network in the calculation of the hash value which is forwarded to the home operator. That is, in the 5G protocol, the home operator can verify whether or not the name of the visited network as seen by the UE matches the name of the visited network that appears as the originator of the signalling. Due to backward compatibility, the extended protocol described here cannot provide this feature. However, the home operator still obtains evidence that the subscriber UICC is present somewhere, and that it is connected to the network that appears to be the originator of the signalling.
ACTION
To 3GPP SA3 and CT4 group:
GSMA FASG RIFS kindly asks 3GPP SA3 and CT4 to provide feedback on the following questions:
Has 3GPP considered applying the 5G concepts also for 4G authentication before? If so, what were the reasons not to go through with it?
Are there any backward compatibility issues or stumbling blocks (e.g. related to interworking, dual connectivity, efficiency etc.) to be expected that would render an enhanced 4G authentication impossible or impractical?
How does SA3 see the potential security effectiveness of such a measure?
How would 3GPP see the use of this procedure in case of combined attach (i.e. with devices requesting CS services), or should it be limited to data-only devices?

 Date of Next RIFS Meetings:
RIFS#91	3 September 2020	Conf Call
RIFS#92	1 October 2020	Conf Call
Additional calls will continue after these dates at approximately 3 week intervals.
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