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1
Decision/action requested

This contribution proposes a new key issue for UE-to-UE Relay.
2
References

[1]
3GPP TS 33.847, new study for security for ProSe
[2]


3GPP TR 23.752 "Study on system enhancement for Proximity based Services (ProSe) in the 5G System".

3
Rationale

SA2 study in TR 23.752 [2] has a key issue #4 on "UE-to-UE Relay ".

The case that a source UE is able to discover and communicate with a target UE via a UE-to-UE Relay is described in key issue #4 in the SA2 study in TR 23.752 [2]. The key issue #4 describes support for in coverage and out of coverage operation.
4
Detailed proposal

It is proposed to update the study with a new key issue in [1].
**** START OF CHANGES ****
x.y
Key Issue x: UE-to-UE-relay
x.y.1
Issue description
The case that a source UE is able to discover and communicate with a target UE via a UE-to-UE Relay is described in key issue #4 in the SA2 study in TR 23.752 [x]. 
Once the source UE and the UE-to-UE-Relay have discovered each other, data is sent between the source UE and the the UE-to-UE-Relay. Once the UE-to-UE-Relay and the target UE have discovered each other, data is sent between the UE-to-UE-Relay and the target UE.
x.y.2
Threat description

An attacker may impersonate the UE-to-UE Relay, the source UE or the target UE.

The data sent between the source UE and the UE-to-UE Relay may be modified or eavesdropped by an attacker. The attacker may even replay or insert malicious data to the receiver.
The data sent between the UE-to-UE Relay and the target UE may be modified or eavesdropped by an attacker. The attacker may even replay or insert malicious data to the receiver.
x.y.3
Security requirements 

Authorisation of a UE that requests to be a UE-to-UE Relay should be provided.
Authorisation of a UE that requests to be a source UE or a target UE, discovering a UE-to-UE Relay, should be provided.
Data sent between the source UE and the UE-to-UE Relay, and between the UE-to-UE Relay and the target UE, should be encrypted, integrity protected and replay protected.
**** END OF CHANGES ****
