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1
Decision/action requested

This contribution proposes a new key issue for restricted discovery.
2
References

[1]
3GPP TS 33.847, new study for security for ProSe

[2]


3GPP TR 23.752 "Study on system enhancement for Proximity based Services (ProSe) in the 5G System".

3
Rationale

SA2 study in TR 23.752 [2] has a key issue #1 on "ProSe Direct discovery".

The Restricted ProSe direct discovery procedure is used for a UE to discover or be discovered by other UE(s) in proximity over the PC5 interface. In Restricted Discovery, a UE which wants to discover other UE’s requires an explicit permission from the other UE’s in order to be allowed to discover them. 

4
Detailed proposal

It is proposed to update the study with a new key issue in [1].
**** START OF CHANGES ****
x.y
Key Issue x: Restricted Discovery
x.y.1
Issue description
The Restricted ProSe direct discovery procedure is used for a UE to discover or be discovered by other UE(s) in proximity over the PC5 interface. In Restricted Discovery, a UE which wants to discover other UE’s requires an explicit permission from the other UE’s in order to be allowed to discover them. 

x.y.2
Threat description

A UE could be discovered by another UE which it hasn't authorized to discover it.

The discovery messages sent on PC5 interface for announcing and responding, may be modified or replayed during transmission which can cause incorrect discovery.

An attacker may impersonate the discovering or the discovered UE.
x.y.3
Security requirements 

The discovery messages sent on the PC5 interface for announcing and responding shall be integrity protected and replay protected.

Editor note: It is FFS in SA2 whether ProSe code or similar parameter will be used in discovery messages sent on PC5 interface. Any related privacy issues with the use of ProSe code or similar parameter needs to be further studied in restricted discovery.

The entity which receives the discovery messages for announcing or responding on the PC5 interface shall be able to verify the source authenticity. 

Authorization and verification of UE that requests discovery or wants to respond to discovery shall be provided.
**** END OF CHANGES ****
