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1	Decision/action requested
SA3 is kindly asked to approve the proposed changes in TR 33.818 v0.7.0.
2	References
[1]	3GPP TR 33.818 v0.7.0	Security Assurance Methodology (SECAM); and Security Assurance Specification (SCAS);  for 3GPP virtualized network products
3	Rationale
In current TR 33.818 v0.7.0 [1], the analysis of threats on the interface between virtualisation layer and VNF for GVNP type 2 is not quite complete. This pCR proposes additional text for the threat analysis and then adds the threat reference in the corresponding test case accordingly.
4	Detailed proposal
[bookmark: _Hlk47189665]*************** Start of the 1st Change ****************
5.2.4.3.2.3 Threats relating to ETSI-defined interfaces
In addition to threats described in clause 5.2.4.2.2.3, GVNP of type 2 also has following threats relating to ETSI-defined interfaces[11]:
-     The threats on interface between virtualisation layer and hardware: an attacker can utilize the vulnerabilities of hardware (e.g. Meltdown and Spectre of CPU in host) to attack virtualisation layer and/or VNFs through this interface, resulting in information disclosure or DoS etc. 
-     The threats on interface between virtualisation layer and VIM: an attacker can tamper the specific assignment of virtualized resources to cause resource assignment errors or an attacker can intercept virtualized resources state information  leading to information disclosure. 
-     The threats on interface between virtualisation layer and VNF: an attacker can utilize athe vulnerability of a 3GPP VNF to compromise virtualization layer through a malicious the VNF. If one of the instances of a 3GPP VNF is compromised, other instances of the 3GPP VNF could be compromised in the same way by the attacker by executing a VM escape or hypervisor escape from the compromised instance.
NOTE: the threats on the interface between 3GPP VNF and virtualisation layer only apply when VNF is decoupled from virtualisation layer.
Editor’s note: More threats described in 3GPP TR 33.848[9] or/and ETSI specifications are to be added if identified as related to the above two interfaces. 
*************** Start of the 2nd Change ****************
5.2.5.6.7.3 Security functional requirements on VM/hypervisor escape
Requirement Name: VM/hypervisor escape protection
Requirement Description:
To defence the attack that an attacker utilizes a vulnerability of a VNFCI to launch VM/Hypervisor escape attack a virtualisation layer and then control the virtualisation layer, the virtualisation layerGVNP of type 2 shall implement the following requirements:
-		The virtualisation layer of GVNP type 2 shall reject the abnormal access from the VNFCI on top of it (e.g. the VNFCI accesses the memory which is not allocated to the VNFCI) and log the attacks.
Threat Reference: Clause 5.2.4.3.2.3 of the present document, “Threats on interface between virtualisation layer and VNF”
Test case: 
Test Name: TC_VM ESCAPE PROTECTION
Purpose:
To test the virtualisation layer rejects the abnormal access from the VNF and logs the attacks from the VNF.
Procedure and execution steps:
Pre-Condition:
There are a virtualisation layer and a VNF on the test environment.
Execution Steps
Execute the following steps:
1. The tester logs the VNF and makes an abnormal access (e.g. the VNF accesses the memory which is not allocated to the VNF) to the virtualisation layer.
2. The tester checks whether the virtualisation layer rejects the abnormal access from the VNF and logs the attacks.
Expected Results:
 The virtualisation layer rejects the abnormal access from the VNF and logs the attacks.
Expected format of evidence:
Screenshot contains the log.
Note: The security requirements and related test cases in clause 5.2.5.y.7.3 only considered in the decoupling scenario.
*************** End of the Changes ****************

