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1
Decision/action requested

SA3 is kindly asked to approve the proposed test case of “Correct token forwarded to the target pNF” in TS 33.522 to address the threats analysed in TR 33.926.
2
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Threat analysis of tokens forwarded by the SCP
3
Rationale

On top of the current TS 33.522 [1], this pCR proposes to add a SCP-specific requirement and the corresponding test case, based on the threat analysis in [2]. 
4
Detailed proposal

*************** Start of the 1st Change ****************
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3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
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[3]
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*************** Start of the 2nd Change ****************

4.2.2.x
Token forwarded by the SCP
4.2.2.x.b
Correct token forwarded to the pNF
Requirement Name: Correct token forwarded to the pNF
Requirement Reference: TS 33.501 [3] 

Requirement Description: 

According to the requirements of authorization for indirect communication with delegated discovery defined in TS 33.501 [3], the SCP shall be able to include the correct access token obtained from the NRF in each of the to-be-forwarded service requests coming from the consumer pNFs.
Threat References: TR 33.926 [y], clause X.Y.Z.2, Swapped token forwarded to the target pNF
Test Case: 

Test Name: TC_SCP_CORRECT_TOKEN_FORWARDED
Purpose:

Verify that the SCP under test is able to include the correct token in each of the service request(s) to be forwarded to the target pNF for authorization of the requested services and does not forward service requests containing incorrect tokens to the target pNF.

Procedure and execution steps:

Pre-Conditions:

-
System documentation of the SCP under test, which details how routing and selection policies are to be configured and how internal log files can be accessed.

-
Test environment with three consumer NF instances (NF-c1, NF-c2 and NF-c3), a producer NF instance (NF-p) and a NRF instance, all of which may be simulated.

-
Both NF-c1 and NF-c2 are configured for indiect communication with the NRF and NF-p via the SCP under test. NF-c3 is configured for indiect communication with the NRF and a producer NF other than NF-p via the SCP under test.
-
The NRF is configured with four access tokens: token-c11 for NF-c1 to access a service (service-1) provided by NF-p, token-c21 for NF-c2 to access a service (service-1) provided by NF-p, token-c22 for NF-c2 to access another service (service-2) provided by NF-p, token-c13 for NF-c1 to access service (service-3) provided by a NF instance other than NF-p, token-c31 for NF-c3 to access service (service-1) provided by a producer NF other than NF-p.

-
NF-p is preconfigured with the NRF’s public key or shared key.

-
The SCP under test has already been mutually authenticated with NF-c1, NF-c2, NF-p, and NRF respectively.
Execution Steps

1.
The tester triggers NF-c1 to send a service request for accessing service-1 provided by NF-p and a service request for access service-3 provided by a NF instance other than NF-p.
2.
The tester triggers NF-c2 to send two service requests for accessing service-1 and service-2 respectively provided by NF-p.
2.
The tester triggers NF-c3 to send a service request for accessing service-1 provided by a producer NF other than NF-p.
2.
The SCP under test sends access token requests (Nnrf_AccessToken_Get Request) to the NRF respectively after receiving each of the service requests from NF-c1, NF-c2 and NF-c3.
3.
The NRF sends five access tokens (token-c11, token-c13, token-c21, token-c22, token-c31) to the SCP in separate access token responses (Nnrf_AccessToken_Get Response) respectively.
4.
The SCP under test includes the different tokens in separate service requests respectively and sends to the NF-p.
Expected Results:

-
NF-p received token-c11, token-c21 and token-c22, but not token-c13 and token-c31.

-
NF-c1 received one service response from the NF-p with successful authorization of service-1.

-
NF-c2 received two service responses from the NF-p with successful authorization of service-1 and service-2 respectively.
-
NF-c3 did not received any response.

*************** End of the Changes ****************

