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**** START OF CHANGES ****
[bookmark: _Hlk40192572]13.4.1.X	Service access authorization for indirect communication in roaming scenarios
13.4.1.X.0	General
For the indirect communication in roaming scenarios, OAuth 2.0 roles are same as in the token-based authorization for the direct communication in roaming scenarios in clause 13.4.1.2.
13.4.1.X.1		Authorization for indirect communication without delegated discovery procedure
13.4.1.X.1.1	With mutual authentication between NF Service Consumer and NRF at the transport layer
This clause covers the scenario where the NF Service Consumer and the vNRF are connected over a mutually authenticated TLS connection and the NF Service Producer and the hNRF are connected over a mutually authenticated TLS connection. 
The procedure for authorization of NF Service Consumer is depicted in Figure 13.4.1.X.1.1-1 and the steps are detailed below.


Figure 13.4.1.X.1.1-1: Authorization and service invocation procedure in roaming scenario, for indirect communication without delegated discovery, with mutual authentication between NF and NRF at the transport layer
Discovery of the NF Service Producer:
0.  Optionally, the NF Service Consumer may discover the NF Service Producer via vNRF and hNRF before requesting authorization to invoke the services of the NF Service Producer.
NF Service Consumer authorization:
 1-6. After mutual authentication between NF Service Consumer and vNRF at the transport layer, the NF Service Consumer, vNRF and hNRF perform the "Obtaining access token independently before NF service access" procedure as in the roaming scenario for direct communication described in clause 13.4.1.2. If the NF Service Consumer has already discovered the NF Service Producer, it can also perform the "Obtain access token for a specific NF Producer/NF Producer service instance" procedure as described in clause 13.4.1.2.  
Service request:
The following steps describe how the access token received in the previous step is used for service request procedure.
7.	If no cached data is available, the NF Service Consumer discovers the NF Service Producer via the vNRF and hNRF. 
8.	The NF Service Consumer sends a service request for the specific service to the vSCP. The service request includes the access token.
NOTE: For authentication of the NF Service Consumer in the roaming case, client credential assertions as defined in clause 13.3.8 cannot be used because the NF Service Producer cannot verify the signature of the consumer.
9. 	The vSCP performs the API root modifications and forwards the service request to the hSCP via the vSEPP and hSEPP.
10.	The hSCP selects a NF Service Producer instance, performs the API root modifications and forwards the received request to the selected NF Service Producer instance. The request contains the access token. 
11.	To authorize the access, the NF Service Producer validates the access token as described in the "Service access request based on token verification" procedure in clause 13.4.1.2.
12. If the checks in the previous step are successful, the NF Service Producer processes the service request and provides a service response to the hSCP.
13. The hSCP performs reverse API root modifications and forwards the service response to the vSCP via hSEPP and vSEPP.
14.	The vSCP performs reverse API root modifications and forwards the service response to the NF Service Consumer.
In addition to the steps above, the hSEPP shall check the serving PLMN ID of the subject claim in the access token as described in the "Service access request based on token verification" procedure in clause 13.4.1.2.

13.4.1.X.1.2	Without mutual authentication between NF Service Consumer and NRF at the transport layer
This clause covers the scenario where there is no mutual authentication between NF Service Consumer and vNRF at the transport layer. 
The procedure, which describes how the NF Service Consumer obtains the access token from hNRF and how the NF Service Consumer uses the obtained token for service access at the NF Service Producer, is depicted in Figure 13.4.1.X.1.2-1 and the steps are detailed below.
In this clause, the authentications of NF service consumer by the vNRF and by the NF service producer are based on any of the methods described in clauses 13.3.1.2 and 13.3.2.3, respectively.






Figure 13.4.1.X.1.2-1: Authorization and service invocation procedure in the roaming scenario, for indirect communication without delegated discovery, without mutual authentication between NF and NRF at the transport layer 
Discovery of the NF Service Producer:
0.	Optionally, the NF Service Consumer may discover the NF Service Producer via vNRF and hNRF before requesting authorization to invoke the services of the NF Service Producer.
NF Service Consumer authorization:
1-8. The NF Service Consumer, vNRF and hNRF perform the "Obtaining access token independently before NF service access" procedure as in the roaming scenario for direct communication described in clause 13.4.1.2 with the following additional steps: the NF Service Consumer sends the token request via vSCP to vNRF and receives the token from vNRF via vSCP since there is no mutual authentication at transport layer between the NF Service Consumer and the vNRF. If the NF Service Consumer has already discovered the NF Service Producer, it can also perform the "Obtain access token for a specific NF Producer/NF Producer service instance" procedure as described in clause 13.4.1.2. The access token request in steps 1 and 2 may additionally include the NF Service Consumer client credentials assertion as defined in clause 13.3.8 and the vNRF authenticates the service consumer NF using one of the methods described in clause 13.3.1.2. The hNRF uses the NF Service Consumer NF Instance ID as the subject of the access token.
   Service request:
The following steps describe how the access token received in the previous step is used for the service request procedure.
9.   The NF Service Consumer sends the service request to the vSCP. The service request includes the access token. 
NOTE: For authentication of the NF Service Consumer in the roaming case, client credential assertions as defined in clause 13.3.8 cannot be used because the NF Service Producer cannot verify the signature of the consumer.
10.	The vSCP performs the API root modifications and forwards the service request to the hSCP via the vSEPP and hSEPP.
11. The hSCP selects an NF Service Producer instance, performs the API root modifications and forwards the received request to the selected NF Service Producer instance. The service request includes the access token.
12. To authorize the access, the NF Service Producer validates the access token as described in the "Service access request based on token verification" procedure in clause 13.4.1.2.
13.	If the checks in the previous step are successful, the NF Service Producer processes the service request and provides a service response to the hSCP.
14. The hSCP performs reverse API root modifications and forwards the service response to the vSCP via hSEPP and vSEPP.
15.	The vSCP performs reverse API root modifications and forwards the service response to the NF Service Consumer.
In addition to the steps above, the hSEPP shall check the serving PLMN ID of the subject claim in the access token as described in the "Service access request based on token verification" procedure in clause 13.4.1.2.

13.4.1.X.2		Authorization for indirect communication with delegated discovery procedure
This clause covers the scenario in the roaming case where the NF Service Consumer uses the SCP to discover and select the NF Service Producer instance that can process the service request.
The procedure, which describes how the vSCP obtains the access token from hNRF via vNRF on behalf of the NF Service Consumer and how the NF Service Consumer gets service from the NF Service Producer via the vSCP, is depicted in Figure 13.4.1.X.2-1 and the steps are detailed below.



Figure 13.4.1.X.2-1: Authorization and service invocation procedure in the roaming scenario, for indirect communication with delegated discovery  
1.	The NF Service Consumer sends a service request to the vSCP. The service request may include the NF Service Consumer client credentials assertion as defined in clause 13.3.8.
2.   The vSCP may perform a service discovery via vNRF and hNRF.
3-8. After mutual authentication between the vSCP and the vNRF at the transport layer, the vSCP and vNRF perform the "Obtaining access token independently before NF service access" procedure as in the roaming scenario for direct communication described in clause 13.4.1.2 replacing the NF Service Consumer with the vSCP. If the vSCP has already discovered the NF Service Producer, it can also perform the "Obtain access token for a specific NF Producer/NF Producer service instance" procedure as described in clause 13.4.1.2 replacing the NF Service Consumer with the vSCP. If received in step 1, the vSCP may additionally include the NF Service Consumer client credentials assertion as defined in clause 13.3.8 in the access token request to the vNRF, and the vNRF authenticates the service consumer NF using one of the methods described in clause 13.3.1.2. The hNRF uses the NF Service Consumer NF Instance ID as the subject of the access token.
9-14. The steps 10-15 of the procedure in clause 13.4.1.X.1.2 are executed. 
In addition to the steps above, the hSEPP shall check the serving PLMN ID of the subject claim in the access token as described in the "Service access request based on token verification" procedure in clause 13.4.1.2.


**** END OF CHANGES ****
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