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1
Decision/action requested

It is requested to approve this solution for TR 33.847.
2
References

[1]
3GPP TR 33.847: "Study on security aspects of enhancement for proximity based services in the 5G System (5GS)".
3
Rationale

This solution describes how two security policies are handled when the remote UE accesses the network via relay and PC5 unicast link (remote UE to relay UE) and Uu (relay UE to network) is established. 
4
Detailed proposal

*****Start of change*****
6.Z
Solution #Z: Handling security policies in relay communication 
6.Z.1
Introduction
This solution describes the solution for compatible security policies handling when the remote UE accesses the network via relay and PC5 unicast link (remote UE to relay UE) and Uu (relay UE to network) is established. 

6.Z.2
Solution details

It is required that the Security policy established between Remote UE and UE-to-Network relay and Network and UE-to-Network relay should be same.

The PCF should provision same security policy supported or provided by the SMF to gNB to the Remote UE and the UE-to-Network Relay when provisioning the discovery and security material. In any case if there is mismatch in applied protection the connection needs to be dropped and Remote UE should establish a new connection.

Remote UE, UE-to-network relay and network negotiates the PC5 and Uu security policy in order to avoid any incompatibility in security policy and exposure of any sensitive data over PC5 and Uu interface.
6.Z.3
Evaluation

TBD
*****End of change*****

