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1. Overall Description:

SA3 thanks CT4 for their LS on 5G SoR integrity protection mechanism. 

SA3 would like to note that irrespective of whether SoR Header is provided by the UDM (as specified in TS 33.501) or generated by the AUSF and AMF independently (as being suggested by CT4 in their LS under Issue #1), SA3 do not see the any reason to change how SoR-MAC-IAUSF is calculated in Annex A.17.  Furthermore, changing Annex A.17 would introduce non-backwards compatible changes to the UE. Therefore, this is not acceptable to SA3.

As per TS 33.501 (please refer to steps 8, 10 and 11 of Figure 6.14.2.1-1; steps 2, 4 and 5 of Figure 6.14.2.2-1), the UDM is required to provide SoR Header to the AUSF (to calculate the SoR-MAC-IAUSF). The UDM is also required to provide the SoR Header to the AMF. The AMF forwards the received SoR Header (along with the other SoR information received from the UDM) transparently to the UE.
If HPLMN supports SoR, the UDM is required to provide the SoR Header, to both the AUSF and the AMF, for the following reasons:
· SoR service is directly integrity protected between the UE and the HPLMN. The VPLMN is not involved in this integrity protection of SoR information or in generating the information necessary to perform the SoR procedure. For the security of the SoR, the integrity protection of SoR information directly between the UE and the HPLMN is essential.
· The AUSF is required only to store the KAUSF and perform the necessary SoR MAC calculations as requested by the UDM. The AUSF is not required to be aware of, or to be configured with information necessary to generate the SoR Header.

Furthermore, the ACK indication is optional and is only included by the UDM in the Nausf_SoRProtection if the Steering Information List (referred to as “List” in the referenced figures in TS 33.501) is present and the HPLMN requires the UE to send the acknowledgement for Steering Information List. This indication is required by the AUSF to determine whether or not to generate SoR-XMAC-IUE.
In summary, if the HPLMN supports SoR,
· The SoR Header shall be included by the UDM in Nausf_SoRProtection message to the AUSF as well as in Nudm_SDM_Get_Response / Nudm_SDM_Notification message to the AMF. 

· The inclusion of the Steering Information List is optional in Nausf_SoRProtection / Nudm_SDM_Get_Response messages (SoR is being performed during the UE registration procedures). The inclusion of the Steering Information List is mandatory in Nudm_SDM_Notification message (SoR is being performed after the UE registration)
· The ACK Indication may be included by the UDM in the Nausf_SoRProtection message only if the Steering Information List is present. 
2. Actions:

To CT4
ACTION: 
CT4 is kindly requested to align their specifications with the SoR procedures specified in TS 33.501.
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