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1
Decision/action requested

This contribution proposes a key issue on transport security for MBS flows.
2
References

[1]
TR 23.757 Study on architectural enhancements for 5G multicast-broadcast services
[2]
TS 23.246 Multimedia Broadcast/Multicast Service (MBMS); Architecture and functional description

3
Rationale

SA2 is developing solutions to support multicast/broadcast sessions for 5G [1]. Differently from MBMS [2], UE joins the multicast/broadcast service (MBS) PDU session based on SM NAS signalling and SMF manages the multicast/broadcast PDU sessions in a MB flow basis. While it is still possible to support security for multicast/broadcast traffic at the application layer (or at service layer similar to BM-SC), it is necessary to consider a transport security natively provided by the 5G system for the following reasons:

1)
There would be multicast/broadcast services that do not have service level security (e.g., due to protocol overhead) but want to leverage the security provided by 5G system.

2)
Switching between unicast and multicast/broadcast bearers are to be supported for reliable data delivery as an enhancement over eMBMS.

3)
SMF, as an anchor for multicast/broadcast service in 5GS, should be able to configure security policy for MBS PDU sessions/flows, e.g., configuring security turn on/off based on the MBS flow security requirements.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR 33.xxx.
***** START OF CHANGES *****
x.y
.1
Key Issue #y: Transport security for Multicast/Broadcast flows
SA2 is developing solutions to support multicast/broadcast sessions for 5GS [1]. Differently from MBMS [2], UE may join the multicast/broadcast service (MBS) PDU session based on SM NAS signalling and SMF manages the multicast/broadcast PDU sessions in a MB flow basis. While it is still possible to support security for multicast/broadcast traffic at the application layer (or at service layer similar to BM-SC), it is necessary to consider a transport security natively provided by the 5G system for the following reasons:
1) There would be multicast/broadcast services that do not have service level security (e.g., due to protocol overhead) but want to leverage the security provided by 5G system.

2) Switching between unicast and multicast/broadcast bearers are to be supported for reliable data delivery as an enhancement over eMBMS.
3) SMF, as an anchor for multicast/broadcast service in 5GS, should be able to configure security policy for MBS PDU sessions/flows, e.g., configuring security turn on/off based on the MBS flow security requirements.
This key issue investigates security protection of 5G MBS PDU sessions/flows at the transport level.
Editor’s Note: this key issue may need to be updated based on the progress of the 5G MBS architecture design by SA2 and RAN WGs.

x.y
.2
Security threats

Lack of security at the transport level (i.e., in 5GS) may expose 5G systems to DoS attacks at the transport layer.
Lack of security at the transport level enables attackers to inject multicast/broadcast packets.
Lack of security at the transport level may enables attackers to eavesdrop multicast/broadcast packets.

Lack of security at the transport level may limit the scope of 5G multicast/broadcast services to those having service layer security.
x.y
.3
Potential security requirements
The 5GS shall provide a capability to secure the MBS flows at the transport layer (i.e., independent of service or application layer).
***** END OF CHANGES *****
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