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1
Decision/action requested

This pCR proposes the discussion on the NAS COUNTs storage when UE have 2 accesses simutaniously.
2
Rationale

In our study of the scenario that UE connects to the same AMF with 2 NAS accesses, there is one special case that may need more clarification in the current specification TS 31.102. 
Scenario: 

1) Step1: UE was camped on PLMN1-AMF over both accesses (3GPP access and non-3GPP access) and has common security context active (same K_AMF1, K_NAS_INT and K_NAS_ENC) with separate NAS COUNTs pairs for each access (say NAS COUNTs pair#1 for 3GPP access, NAS COUNTs pair#2 for non-3GPP access).
2) Step2: UE moves to PLMN2-AMF over one of the access(say non-3GPP access) and the other access (say 3GPP access) remains on PLMN1-AMF. At this step UE_non-3GPP will establish separate security context (K_AMF2, NAS COUNTs pair#3) and UE_3GPP will continue to use the security context activated earlier on PLMN1-AMF.

3) Step3: UE_non-3GPP now returns to PLMN1-AMF and UE_3GPP continues to remain on PLMN1-AMF. Assuming the K_AMF1 is still being used in step3. Now PLMN1-AMF will attempt to activate the NAS security context that is active on UE_3GPP over UE_non-3GPP by using SECURITY MODE COMMAND. 
To make the scenario more readable, an illustration figure is given as following: 
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Figure-1: Mobility scenario when UE connected to one AMF with 2 NAS accesses
According to TS 33.501, Chapter 6.4.2.2:

------------------------------------------------------------------------------------------------------------
When the UE is registered in a serving network over two types of access (e.g. 3GPP and non-3GPP), then the UE has two active NAS connections with the same AMF. A common 5G NAS security context is created during the registration procedure over the first access type. 

In order to realize cryptographic separation and replay protection, the common NAS security-context shall have parameters specific to each NAS connection. The connection specific parameters include a pair of NAS COUNTs for uplink and downlink and unique NAS connection identifier.
------------------------------------------------------------------------------------------------------------
From the above description in TS 33.501, it is clear that, when UE connects to one AMF with 2 NAS accesses, AMF and UE shall use one security context with 2 different pair of NAS COUNTs. This indicates that: 

1) In step1 of Figure-1, UE shall store one security context with 2 pairs of NAS COUNTs (NAS COUNTs pair#1 for 3GPP access, NAS COUNTs pair#2 for non-3GPP access). 

2) In step 2, when UE moves to PLMN2, UE will create a new security context for the non-3GPP access, the original security context used in step1 will NOT be deleted, since UE shall be able to maintain 2 securiy context.
3) In step3, when UE moves back to PLMN1-AMF, assuming the K_AMF1 is still being used in step3, PLMN1-AMF and UE shall use the original security context and NAS COUNTs pair#2 shall be activated on the non-3GPP access. 

However, in CT6 spec TS 31.102, the definition of 5GS NAS security context for 3GPP access and non-3GPP access in 4.4.11.4 and 4.4.11.5 are not clear enough for this specific scenario. 
------------------------------------------------------------------------------------------------------------

4.4.11.4
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)

5GS NAS Security Context information

	Description
	Value
	M/O
	Length (bytes)

	5GS NAS Security Context Tag
	'A0'
	M
	1

	Length (length of all subsequent data)
	Y
	M
	Note 1

	ngKSI Tag
	'80'
	M
	1

	Length
	K
	M
	Note 1

	ngKSI
	--
	M
	K

	KAMF Tag
	'81'
	M
	1

	Length
	L
	M
	Note 1

	KAMF
	--
	M
	L

	Uplink NAS count Tag
	'82'
	M
	1

	Length
	M
	M
	Note 1

	Uplink NAS count
	--
	M
	M

	Downlink NAS count Tag
	'83'
	M
	1

	Length
	N
	M
	Note 1

	Downlink NAS count 
	--
	M
	N

	Identifiers of selected NAS integrity and encryption algorithms Tag
	'84'
	M
	1

	Length
	S
	M
	Note 1

	Identifiers of selected NAS integrity and encryption algorithms
	--
	M
	S

	Identifiers of selected EPS NAS integrity and encryption algorithms for use after mobility to EPS Tag
	'85'
	M
	1

	Length
	U
	M
	Note 1

	Identifiers of selected EPS NAS integrity and encryption algorithms for use after mobility to EPS
	--
	M
	U

	Note 1:
The length is coded according to ISO/IEC 8825-1 [35]


4.4.11.5
EF5GSN3GPPNSC (5GS non-3GPP Access NAS Security Context)

For content and coding see clause 4.4.11.4 for EF5GS3GPPNSC.
------------------------------------------------------------------------------------------------------------
There are separate security context for 3GPP and non-3GPP access, it is not clear how the security context will be stored in the USIM when UE is in the above scenario. 
To be more specific, if UE switches off in step2, there are 3 pairs of NAS COUNTs stored in the UE, NAS COUNTs pair#1, NAS COUNTs pair#2, NAS COUNTs pair#3. It is not clear which security context/NAS COUNTs pair will be saved in the USIM according to the current version of CT6 TS 31.102. 

3
Detailed proposal

Proposal#1: It is suggested that SA3 sends an LS to CT6 to ask them to make corresponding clarification/modification for this case in the spec TS 31.102.
