3GPP TSG-SA3 Meeting #100-e 
S3-201897
e-meeting, 17-28 August 2020




Source:
Apple
Title:
Way forward on replay attack
Document for:
Approval

Agenda Item:
5.2
1
Decision/action requested

It is proposed to the way forward on the replay attack in TR 33.809.
2
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3
Rationale

When discussing the signature based solutions, the replay attack was discussed in different kinds of scenarios, i.e. the false base station can replay the signed SIB message to the UE, and if UE can not detect the replayed message, it will inevitably try to camp on the false base station.
According to the current technology, replay attack can not be mitigated 100%, but they should be mitigated as much as possible. 

2 possible ways helps to mitigate replay attack and increase the difficulties for attackers: 
1) Time stamp to mitigate the replay attack in the remote area. Long distance replay could lead to obviously delay, so time window can help to detect this kind of replay attack. 
2) Using PCI as the detection factor. PCI is computed from PSS and SSS broadcasted by gNB in the physical layer. If two gNBs broadcast the same PSS and SSS, a UE would be able to detect the conflict during cell scanning. If the relayed SIB uses a different PCI, the replayed digital signature verification will fail.
In TS33.501, there is already requirements on UE to support replay protection: 

----------------------------------------------

5.2.3
User data and signalling data integrity 

The UE shall support integrity protection and replay protection of user data between the UE and the gNB. The UE shall support integrity protection of user data at any data rate, up to and including, the highest data rate supported by the UE.
The UE shall activate integrity protection of user data based on the indication sent by the gNB.
The UE shall support integrity protection and replay protection of RRC and NAS-signalling.

----------------------------------------------

In TS 24.501, replay protection is required without specific mechanism since the interoperability is not impact. 

-------------------------------------------------------------------

4.4.3.2
Replay protection
Replay protection shall be supported for received NAS messages both in the AMF and the UE. However, since the realization of replay protection does not affect the interoperability between nodes, no specific mechanism is required for implementation.

-----------------------------------------------------------------

Thus, it is proposed to follow the principle of TS 24.501, that replay attack protection is left for implementation and no specific mechanism will be defined in TR 33.809.

4
Detailed proposal

****START OF CHANGES ***

7
Conclusions
Editor’s Note: This clause contains the agreed conclusions.
7.1
Conclusions on Key Issue #1
Following conclusions are made on Key Issue #1 “Security of unprotected unicast messages”:

-
It is concluded that no additional normative work is required for the protection against tampering of RRC UE CapabilityInformation messages.
7.6
Conclusions on Key Issue #6

Following conclusions are made on Key Issue #6 “Resistance to radio jamming”:
-
It is concluded that there will be no further action for Rel-16 as it is stated in the NOTE in the key issue details.
7.x
Conclusions on replay attack

Given the fact that replay attack can not be mitigated 100%, there are only some methods helping to mitigate replay attack and increase the difficulties for attackers, following conclusion is made on replay attack: 
-
It is concluded that the requirement in TS 33.501 and TS 24.501 shall be followed in TR 33.809, that replay protection shall be supported in the UE. However, since the realization of replay protection does not affect the interoperability between nodes, no specific mechanism is required for implementation.
***END OF CHANGES***

