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1
Decision/action requested

It is proposed to the way forward on the topic of bidding down attack in TR 33.809.
2
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3
Rationale

When discussing the signature based solutions, the bidding down attack became the concern, i.e. the false base station can claim to be a LTE station, which is not supposed to support the SIB signature. This is caused by the reality that LTE  and pre-LTE networks will not be deprecated in the near future and will co-exist with 5G for a long time. Therefore, bidding down attack can not be mitigated 100% unless the existing networks are all same generation network and have same level security enhancement.  
If not, there are 2 ways helping to mitigate the bidding down attack: 
1) NAS based key/certificate provision should be chosen. When UE is registering into the network, the AMF in serving network shall provision a list of certificate for all the gNBs that are supposed to use SIB signing. If the UE is provisioned the certificate of the gNB, then it shall verify the SIs from this gNB. Note that this method can not protect the UE before registration completed. UE still may choose the FBS to perform the initial registration procedure. 

2) The implementation method. MNO could provision all the gNB a private key/certificate in one area and notify UEs. For example, MNO1 updates all gNBs in one city to support the signature, and all the UEs in this city are supposed to receive SIBs with signatures. The SIB messages without signatues can be taken as false ones. 
Therefore it is proposed to make a conclusion that the bidding down attack can not be mitigated 100%, and the specific methods to mitigate bidding down attack is left to implementation. 
4
Detailed proposal

****START OF CHANGES ***

7
Conclusions
Editor’s Note: This clause contains the agreed conclusions.
7.1
Conclusions on Key Issue #1
Following conclusions are made on Key Issue #1 “Security of unprotected unicast messages”:

-
It is concluded that no additional normative work is required for the protection against tampering of RRC UE CapabilityInformation messages.
7.6
Conclusions on Key Issue #6

Following conclusions are made on Key Issue #6 “Resistance to radio jamming”:
-
It is concluded that there will be no further action for Rel-16 as it is stated in the NOTE in the key issue details.
7.x
Conclusions on bidding down attack
Given the fact that bidding attack can not be mitigated 100%, since the LTE and pre-generation networks will exist for a long time. But some measures can be taken by the MNOs to mitigate bidding down attack as much as possible. Therefore the following conclusion is made for bidding down attacks: 
-
It is concluded that the bidding down attack can not be mitigated 100%, and the method to mitigate bidding down attack is left to implementation. 
***END OF CHANGES***

