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1
Decision/action requested

It is proposed to the way forward on the topic of DoS attack caused by modifying the signature in TR 33.809.
2
References
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3
Rationale

When discussing the signature based solutions, the DoS attack on UE by modifying the signature became the concern, i.e. the attacker can always modify the signature to make the verification of the signature fail, thus achieving the DoS attack on the UE and UE will not be able to attach to the genuine gNB. 
However, There will be no way to address this issue from security point of view. The signature is used for integrity protection and authentication, and attacker can always modify the signature to make the verification fail. This is the nature of signature. What’s more, the intention of adding signature is to protect UE from camping on the false base station, rather than protecting UE from DoS attack. Signature helps to achieve the most significant target.
Therefore it is proposed to make a conclusion that the DoS attack on UE caused by modifying the signature will not be addressed in this TR.
4
Detailed proposal

****START OF CHANGES ***

7
Conclusions
Editor’s Note: This clause contains the agreed conclusions.
7.1
Conclusions on Key Issue #1
Following conclusions are made on Key Issue #1 “Security of unprotected unicast messages”:

-
It is concluded that no additional normative work is required for the protection against tampering of RRC UE CapabilityInformation messages.
7.6
Conclusions on Key Issue #6

Following conclusions are made on Key Issue #6 “Resistance to radio jamming”:
-
It is concluded that there will be no further action for Rel-16 as it is stated in the NOTE in the key issue details.
7.x
Conclusions on DoS attack via modifying the signature
When the attacker modify the signatures to make the verification of the signature fail, UE can not attach to the network sucessfully, and thus UE will suffer DoS attack. However, since this kind of attack is caused by the nature of the integrity protection, and there is no way to mitigate, therefore the following conclusion is made for this kind of attacks: 
-
It is concluded that the DoS attack on UE caused by modifying the signature will not be addressed in this TR. 
***END OF CHANGES***

