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Decision/action requested

Endorse the detailed proposal below.
2
References

[1]
3GPP TS
33.501: " Security architecture and procedures for 5G system (Release 16)"
3
Rationale

3.1
Background
33.501 [1] Annex O describes the authentication procedure, using EAP-TLS as an example, for Non-5G Capable (N5GC) devices behind Residential Gateways (RGs) in private networks or in isolated deployment scenarios (i.e., roaming is not considered) with wireline access. 
The illustration of the procedure is copied here for convenience.
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 Figure O.3-1: Registration and authentication of a non-5G capable device to the 5GC
According to step 4 of the procedure:

"The W-AGF creates a registration request on behalf of the N5GC device with an indication that the registration is on behalf of an N5GC device. The SUPI of the N5GC device is the NAI as received from the device, and the W-AGF constructs the SUCI from this SUPI using the NULL scheme."

To preserve integrity when using SUCI null scheme one option is to blank out the actual username or replace it with "anonymous", according to a NOTE in step 2b of the procedure:

"NOTE 1: If TLS subscription identifier privacy protection is supported , as in "Section 2.1.4. Privacy" of RFC 5216 [38] for TLS 1.2 or in RFC 8446 [60] for TLS 1.3, the "username" part must be is either omitted or "anonymous". "

However, one essential step in primary authentication procedure is that AUSF can fetch UE’s authentication subscription data and de-concealed SUPI from UDM, based on SUCI. By using anonymous SUCI, i.e. SUCI without username or username as “anonymous”, it is not feasible for UDM to locate UE’s subscription nor provide proper SUPI back to AUSF. This leads to the authentication procedure to fail.

This discussion paper lists some alternative improvements to the procedures in Annex O of 33.501 [1] that solves the problem. 

Note that the same problem arises in the procedures of Annex B of 33.501 when the option of anonymous SUPI is used. 

3.2
Proposal #1: Send N5GC indicator to UDM
In the current procedure, the N5GC indicator terminates in the AUSF. One option would be to propagate it to the UDM. Based on this indicator, the UDM could chose EAP-TLS as authentication mechanism. 
However, as described above, the option of using anonymous SUCI is also applicable to the procedures of Annex B of 33.501 [1], and in that procedure we have no such indicator. 
In addition, the solutions would need to be combined with an additional step of fetching the actual SUPI and subscription details from UDM, e.g. based on the user identity received during TLS authentication, similarly as the solutions below, affecting the procedures of both AUSF and UDM. 
3.3
Proposal #2: Send anonymous SUCI to UDM
In this proposal the UDM recognizes that the SUCI is anonymous and selects EAP-TLS as authentication mechanism.  Once EAP-TLS is run, the AUSF constructs a SUPI or SUCI from the user identifier in of the certificate and sends it to the UDM for verification of the subscription.

The following alterations are needed (using change marks):
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 Figure O.3-1: Registration and authentication of a non-5G capable device to the 5GC
Steps 1-5a are run as described in Annex O of 33.501.

5b. The UDM invokes the SIDF to map the anonymous SUCI to the SUPI and find out it is an anonymous SUCI. UDM builds a dummy SUPI and selects a default authentication method for dummy SUPI e.g. EAP-TLS. 
5c. The UDM sends a Nudm_UEAuthentication_Get Response to the AUSF, which contains the (dummy) SUPI of the N5GC device and an indicator of the selected authentication method, e.g., EAP-TLS. 
Alternatively, if some error code is sent in step 5c from a UDM that does not support new procedure defined here, AUSF then select a default authentication method for anonymous SUCI, e.g., EAP-TLS, based on MNO policy.

Steps 6-10c are run as described in Annex O of 33.501.


10d. Once AUSF receives client certificate, the AUSF builds a 2nd SUCI using null-scheme or a SUPI, based on the UE ID used during the EAP authentication method. For example, the 2nd SUCI or the SUPI can contain an identity that is part of or mapped from client certificate.

10e. The AUSF sends again Nudm_UEAuthentication_Get Request to the UDM. It contains the 2nd SUCI of the N5GC device. 

10f. If the 2nd SUCI is received, the UDM invokes the SIDF to map the 2nd SUCI to the SUPI. UDM and then selects an authentication method, e.g., EAP-TLS, based on the subscription data corresponding to the SUPI (mapped from the 2nd SUCI or received from AUSF).

10g. The UDM sends a Nudm_UEAuthentication_Get Response to the AUSF, which contains the SUPI (mapped from the 2nd SUCI) and an indicator of the selected authentication method, e.g. EAP-TLS.
10h. AUSF validates the information received from UDM, and the actual selected authentication method by UDM matching with the one performed in early steps. If a different authentication method is selected by UDM, AUSF may close the existing authentication transaction and trigger a new authentication procedure based on actual selected authentication method, e.g. as of step6.

Steps 11 and beyond are run as described in Annex O of 33.501.
3.4
Proposal #3: Delay sending or SUCI to UDM

In this proposal the AUSF itself recognizes that the SUCI is anonymous and selects EAP-TLS as authentication mechanism, without the involvement of the UDM. Once EAP-TLS is run, the AUSF constructs a SUPI or SUCI from the user identifier in of the certificate and sends it to the UDM for verification of the subscription. 

The following alterations are needed (using change marks):

Steps 1-4c are run as described in Annex O of 33.501.

5. AUSF may determine by itself the received SUCI is an anonymous SUCI, e.g. based on the information received from step 4c (e.g. N5GC indicator or by examining the retrieved SUCI). 

Steps 6-10c are run as described in Annex O of 33.501.

Steps 10d-h are run as describe above in clause 3.3

Steps 11 and beyond are run as described in Annex O of 33.501. AUSF sends the authentication result and/or the actual SUPI back to AMF.

[image: image3.emf]Wireline Access Network

W-AGF

N5GC 

device

AMF/

SEAF

AUSF UDM RG

4b. Registration Request

(SUC, SN-name, N5GC device)

4c.Nausf_UEAuthentication_AuthenticateRequest 

(SUCI, SN-name, N5GC device)

6a.Nausf_UEAuthentication_AuthenticateResponse 

(EAP Request/EAP-Type = EAP-TLS (TLS Start))

6b. Authentication Request

(EAP Request/EAP-Type = EAP-TLS 

(TLS Start))

7b. Authentication Response

(EAP Response/EAP-Type = EAP-TLS 

(TLS client_hello))

8a.Nausf_UEAuthentication_AuthenticateResponse

(EAP Request/EAP-Type = EAP-TLS

(TLS server_hello, 

TLS Certificate, 

[TLS server_key_exchange,] 

TLS certificate_request, 

TLS server_hello_done))

7c.Nausf_UEAuthentication_AuthenticateRequest

(EAP Response/EAP-Type = EAP-TLS

 (TLS client_hello))

8b. Authentication Request

(EAP Request/EAP-Type = EAP-TLS

(TLS server_hello, 

TLS Certificate, 

[TLS server_key_exchange,] 

TLS certificate_request, 

TLS server_hello_done))

10b. Authentication Response

(EAP Response/EAP-Type = EAP-TLS

( TLS Certificate, 

TLS client_key_exchange,

TLS certificate_verify, 

TLS change_cipher_spec,

TLS finished))

10c.Nausf_UEAuthentication_AuthenticateRequest

(EAP Response/EAP-Type = EAP-TLS

( TLS Certificate, 

TLS client_key_exchange,

TLS certificate_verify, 

TLS change_cipher_spec,

TLS finished))

9. Device 

authenticates network

1a. L2 connection 1b. L2 connection

2a. L2(EAP-Req/Identity)

2b. L2(EAP-Res/Identity,(NAI=username@realm))

3. Create registration Request on behalf of N5GC device 

4a. AMF Selection

6c. L2

(EAP Request/EAP-Type = EAP-TLS 

(TLS Start))

7a. L2

(EAP Response/EAP-Type = EAP-TLS 

(TLS client_hello))

8c.  L2

(EAP Request/EAP-Type = EAP-TLS

(TLS server_hello, 

TLS Certificate, 

[TLS server_key_exchange,] 

TLS certificate_request, 

TLS server_hello_done))

10a.  L2

(EAP Response/EAP-Type = EAP-TLS

( TLS Certificate, 

TLS client_key_exchange,

TLS certificate_verify, 

TLS change_cipher_spec,

TLS finished))

12a.Nausf_UEAuthentication_AuthenticateResponse

(EAP Request/EAP-Type = EAP-TLS

(TLS change_cipher_spec, 

TLS finished))

12b. Authentication Request

(EAP Request/EAP-Type = EAP-TLS

(TLS change_cipher_spec,

TLS finished))

13b. Authentication Response

(EAP Response/EAP-Type = EAP-TLS)

13c.Nausf_UEAuthentication_AuthenticateRequest

(EAP Response/EAP-Type = EAP-TLS)

14a.Nausf_UEAuthentication_AuthenticateResponse

(EAP Success, SUPI)

14b. Authentication Result

(EAP Success)

11. Network 

authenticates Device

12c.  L2

(EAP Request/EAP-Type = EAP-TLS

(TLS change_cipher_spec,

TLS finished))

13a.  L2

(EAP Response/EAP-Type = EAP-TLS)

14c.  L2

(EAP Success)

15. Registration Accept

10d. AUSF generates 

2

nd

 SUCI

5. Authentication 

Method Selection

10e.Nudm_UEAuthentication_GetRequest

(SUCI, SN name)

10g.Nudm_UEAuthentication_GetResponse

(SUPI, Indicator (EAP-TLS))

10f. Authentication 

Method Selection

10h. AUSF validates 

authentication data

 Figure O.3-1: Registration and authentication of a non-5G capable device to the 5GC
3.5
Summary
	Solution
	AUSF impact
	UDM impact
	AUSF - UDM interface impact
	Comment 

	#1
	yes
	yes
	yes
	Solution not applicable for similar problem in Annex B of 33.501.

Additional steps required for fetching the actual SUPI and subscription data from UDM.

	#2
	yes
	yes
	no
	Solution can be made to work for similar problem in Annex B (AUSF examining SUCI).

Additional steps required for fetching the actual SUPI and subscription data from UDM.

	#3
	yes
	no
	no
	No impact on UDM. The change is that the Nudm_UEAuthentication_GetRequest message is sent at a later step of the procedures. This shouldn't affect the UDM implementation. 
The solution would work for similar problem in Annex B.


4
Detailed proposal

Since proposal #3 has the least impact on the system it is proposed that a CR for 33.501 is constructed based on that proposal. A proposed CR is provided in S3-201881. 
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