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1
Decision/action requested

This pCR proposes a key issue on privacy protection for broadcast messages.
2
References

[1]
3GPP TR 33.854 “Study on security aspects of Unmanned Aerial Systems (UAS)”
3
Rationale

The UAV broadcasts different messages during the flight time but if the same ID is used by a UAV for a certain period of time, it is possible to track and identify the source of the message.

It should be noted that, in broadcast mode, any entity can receive the messages and who should receive the messages is not managed (i.e. it is not known who is listening), which increases the privacy needs for broadcast messages.
An adversary that is capable of connecting and linking broadcast identities to a real or a long-term UAV endpoint identity will be able to track and trace the endpoint in space and time. Such trackability and linkability will lead to privacy attack on UAV endpoint that transmits the broadcast messages.
4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.854.

Start of Changes

X.y
Key Issue #z: Privacy protection for broadcast messages

X.y.1
Key issue details

The UAV broadcasts different messages during the flight time but if the same ID is used by a UAV for a certain period of time, it is possible to track and identify the source of the message.

It should be noted that, in broadcast mode, any entity can receive the messages and who should receive the messages is not managed (i.e. it is not known who is listening), which increases the privacy needs for broadcast messages. 

X.y.2
Security threats

An adversary that is capable of connecting and linking broadcast identities to a real or a long-term UAV endpoint identity will be able to track and trace the endpoint in space and time. Such trackability and linkability lead to privacy attack on UAV endpoint that transmits the broadcast messages.
X.y.3
Potential security requirements

The system shall provide means for mitigating linkability attacks on broadcast identities in UAV broadcast communications.

The system shall provide means for mitigating trackability attacks on broadcast identities in UAV broadcast communications.

End of Changes

