[bookmark: _GoBack]3GPP TSG SA WG3 Meeting #100-e	 		S3-201849
e-meeting, 17 – 28 August 2020

Title:	Reply LS on N32-f Protection Policy IE Data-Type Mapping
Response to:	S3-XXX
Release:	Rel-16
Work Item:	5GS_Ph1-SEC

Source:	SA3
To:	5GIS, CT4
Cc:	
Contact Person:	
Name:	Bo Zhang
Tel. Number:	+86 13410752800
E-mail Address:	zhangbo6@huawei.com

Send any reply LS to:	3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org 	

Attachments:	S3-20XXXX


1. Overall Description:
SA3 would like to thank GSMA FASG 5GIS for their LS on N32-f Protection Policy IE Data-Type Mapping. SA3 has evaluated these IEs and provide the following feedback.
5GIS question 1:
Are these guidelines correct, or are there alternative guidelines which can be given? 
SA3 Answer: SA3 has discussed these guidelines, and would like to clearly define these IEs to avoid the confusion in these groups. The CR S3-20XXXX as attached is agreed by SA3. The concrete IEs which needs to be ciphered are defined.

5GIS question 2:
Is it an objective for 3GPP to define the correct Data-Type for IEs? 
SA3 Answer: As defined in clause 13.2.2.2 of TS 33.501, the Data-type encryption policy is configured by the operators, and will be negotiated during the Procedure for Key agreement and Parameter exchange between two SEEPs. The policy shall be specific per roaming partner. The policy shall contain a policy identifier and a release number referring to the release it is applicable for. From the security point of view, SA3 has pre-defined several sensitive IEs which needs to be ciphered, such as SUPI. 

2. Actions:
To CT4 group.
ACTION: 	SA3 kindly asks CT4 group to check the updated guidelines in CR S3-20XXXX and make the corresponding changes if the encryption policy defined in their specification is impacted.

To GSMA FASG 5GIS group.
ACTION: 	SA3 kindly asks GSMA FASG 5GIS group to take above information into account.

3. Date of Next TSG-SA WG3 Meetings:
SA3#100Bis-e	                	12-16 Oct. 2020				                  eMeeting
SA3#101-e			9-20 Nov. 2020					     eMeeting


