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*****************Start of the 1st change************************
[bookmark: _Toc26877907][bookmark: _Toc22565476][bookmark: _Toc22022974]4.2.X User plane security procedures
4.2.X.1 UP security enforcement configuration for TSC service
Requirement Name: UP security enforcement configuration
Requirement Reference: TS 33.501 [2], clause L.3.
Requirement Description: "After the 5GS TSC-enabled UE is authenticated and data connection is set up, any data received from a TSC bridge or another 5GS TSC-enabled UE shall be transported between DS-TT (in the UE) and NW-TT (in the UPF) in a protected way using the mechanisms for UP security as described in clause 6.6. 
The UP security enforcement information shall be set to "required" for data transferred from gNB to a 5GS TSC-enabled UE. This is also applicable to the gPTP messages sent in the user plane."
as specified in TS 33.501 [2], clause L.3.
Threat References: TR 33.926 [4], TBD.
Test Case: 
Purpose:
Verify that UP security enforcement information is set to "required" for dedicated TSC service. 
Pre-Conditions:
Test environment with SMF. The SMF may be simulated. 
A dedicated DNN/S-NSSAI combination is defined to identify the TSC service.
Execution Steps
1.	During the PDU session establishment procedure, the SMF sends an Nudm_SDM_Get Request message to the UDM under test with a dedicated DNN/S-NSSAI combination.
2.	The UDM under test sends the Nudm_SDM_Get Response back to the SMF with UP security enforcement information.
Expected Results:
The confidentiality and integrity protection requirements of the UP security enforcement information are set to “required”.
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