3GPP TSG-SA3 Meeting #100-e 
S3-201830
e-meeting, 17 – 28 August 2020
Source:
Huawei, Hisilicon
Title:
New Key Issue on security of service provisioning
Document for:
Approval
Agenda Item:
5.9
1
Decision/action requested

This contribution proposes a new KI for eEDGE TR.
2
References

[1]
3GPP TS 23.558: " Architecture for enabling Edge Applications".
3
Rationale

This pCR proposes to add a new Key Issue for security of service provisioning in edge computing.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.839.







***
BEGIN OF CHANGE
***

5.X
Key Issue #X: authentication and authorization in service provisioning

5.x.1
Key issue details

TS 23.558, clause 8.3 [1] describes a key issue: service provisioning, which allows the Edge Enabler Clients to be configured with information about available edge computing services and raises an issue on "how to authorize a Edge Enabler Client for edge computing service provisioning". Therefore, this new key issue is proposed to study the security issues duringauthentication and authorization for service provisioning. 
5.x.2
Security threats

If the Edge Enabler Client is not authenticated and authorized, attackers can perform the following types of attacks:

-
Requesting service provisioning from the ECS that third parties are not allowed to consume, e.g. in order to gain information about the edge enabler server deployment (potentially considered secret)

-
Flooding the ECS with resource-demanding operations that may lead to a Denial of Service situation

5.x.3
Potential security requirements

Mutual authentication mechanism between Edge Enabler Client and ECS shall be supported.

Authorization of Edge Enabler Client for service provisioning shall be supported.

***
END OF CHANGE***



