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1 Decision/action requested

This contribution proposes a new key issue for FS_eNPN-SEC
2 References
[1]
3GPP TR 23.700-07: "Study on enhanced support of non-public networks".
3 Rational
The contribution proposes a new key issue on secure provisioning between PS and UE.
4 Detailed proposal
*************** Start of 1st Change ****************
5.X
Key Issue #X: Secure Provisioning between PS and UE

5.x.1
Key issue details
TR 23.700-07 [1] describes UE on-boarding and remote provisioning which assumes an on-boarding network providing the UE with connectivity to a Provisioning Server that allows UEs to retrieve their NPN credentials.
The following security aspects of provisioning need to be considered:

-
Whether and how UE and PS perform a mutual authentication (e.g. via control plane, or user plane).

-
Whether and how PS performs an E2E protection of the NPN credential with UE.  

-
This key issue covers devices with and without a UICC.

-
Compatible with existing provisioning server (e.g. CA (Certificate Authority)) in IT architecture.
5.X.2
Security Threats
-
Weak authentication methods between UE and PS could lead to security breaches. 
-
Unprotected NPN credential may cause the security credentials to be obtained or manipulated by on-boarding network.
-
Weak provisioned credential storage and processing at UE side could lead to security breaches.
5.X.3
Potential security requirements
-
Secure provisioning between PS and UE shall be supported.
-
The UE shall securely store and process the NPN credentials.
*************** End of 1st Change ****************
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