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1
Decision/action requested

This contribution proposes a new KI for FS_eNPN-SEC.
2
References

[1]
3GPP TR 23.700-07: "Study on enhanced support of non-public networks".
3
Rationale

This pCR proposes to add a new Key Issue for user ID privacy.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.857.








***
BEGIN OF CHANGE
***

5.X
Key Issue #X: User ID privacy

5.x.1
Key issue details

TR 23.700-07[1] describes KI#1: Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN. The corresponding solutions allow the UE using credentials owned by an entity separate from the desired SNPN to register at the desired SNPN. During the registration, the user ID should be sent to the serving SNPN by UE which may disclose the user ID to attackers. Although, the existing SUCI mechanism provides well protection for the user ID, it is for further study whether it can be reused in the proposed scenario and how to make adaptions. 
In addition, after a successful authentication, the user ID along with Kseaf shall be sent to the desired SNPN by the 3rd entity. Currently, the SUPI need to be transferred from home network to serving network for user identification, however, the desired SNPN might be a small-scale network which is not secure as PLMN networks. Therefore, it’s proposed to study whether the user ID should be sent to the desired SNPN after authentication.
5.x.2
Security threats

If the user ID is not well protected, the potential threats are:

-
The user ID might be acquired by an attacker during registration.

-
The user ID might be disclosed by the desired SNPN.

5.x.3
Potential security requirements

The user ID shall support privacy protection.

***
END OF CHANGE***


