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1
Decision/action requested

This paper provides information on the needs to have SN-ID in NSSAA request.
2
References

3
Rationale
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15. UE configuration update procedure

AAA-S NSSAAF AMF UE

1. trigger to perform Slice-Specific 

Authentication And Authorisation

2. NAS MM Transport (EAP ID Request, S-NSSAI)

3.  NAS MM Transport (EAP ID response, S-NSSAI)

4. Nssaaf_NSSAA_Authenticate Req (EAP ID Response, GPSI, S-NSSAI)

5. AAA Protocol message (EAP ID Response, GPSI, S-NSSAI)

6.AAA Protocol message (EAP msg, GPSI, S-NSSAI)

 7. Nssaaf_NSSAA_Authenticate Resp (EAP msg, GPSI, S-NSSAI)

8. NAS MM Transport (EAP msg, S-NSSAI)

9. NAS MM Transport (EAP msg, S-NSSAI)

10. Nssaaf_NSSAA_Authenticate Request (EAP msg, GPSI, S-NSSAI)

11.AAA Protocol message (EAP msg, GPSI, S-NSSAI)

12.AAA Protocol message (EAP success/failure, GPSI, S-NSSAI)

 13. Nssaaf_NSSAA_Authenticate Resp (EAP Success/failuremsg, GPSI, S-NSSAI)

14. NAS MM Transport (EAP success/failure)

AAA-P

In Rel-16, UE can have multiple registrations in different PLMN's serving networks. The security issues related to Primary authentication, e.g. security context and NAS security, have been addressed in clauses 6.3 and 6.4 of 33.501. However, potential issues relevant to the NSSAA procedure seem to be neglected. 
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The NSSAA between the UE and the AAA-S is initiated by PLMN’s AMF after the UE’s registration request. Following the principle of clauses 6.3 and 6.4, where the registrations are handled independently in different PLMNs, AMF1 and AMF2 will initiate separate NSSAA procedures respectively. However, the PLMN information e.g. SN-ID is not conveyed to AAA-S in the current NSSAA procedure, as shown in steps 4-6 or 10-12. Without SN-ID, AAA-S will not be able to tell which PLMN a message is from and will be confused about ongoing to authentication process and the status of the UE. So does the NSSAAF and it may forward messages to a wrong AMF (e.g. step 7). Even worse, in some cases there might be conflicting authorization outcome for the two authentication due to for example congestion controls at AAA-S. 

4
Detailed proposal

Proposal: It is proposed to add in “SN-ID” to NSSAA request that sent to AAA-S. This simple fix is included in the companion CR document S3-201815. 
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