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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

NA
3
Rationale

The difference between 5G V2X and 5G Prose is that the one-to-one communication in 5G Prose happens after discovery which means the 5GC assists to establish one-to-one communication, while the one-to-one communication in 5G V2X is trigged by V2X application itself which may be not known by the 5GC. Therefore, the security of one-to-one communication in 5G ProSe needs to be studied.
4
Detailed proposal

*************** Change 1***************
X.Y
Key Issue #Y: Security of one-to-one communication
X.Y.1
Key issue details

In TS 33.536[XX], one-to-one communication is defined for V2X service. Since the connection between the V2X is based on PC5 reference point, it seems the security mechanism designed for V2X service can be directly reused. But the difference between 5G V2X and 5G Prose is that the one-to-one communication in 5G Prose happens after discovery which means the 5GC assists to establish one-to-one communication, while the one-to-one communication in 5G V2X is trigged by V2X application itself which may be not known by the 5GC. Therefore, the security of one-to-one communication in 5G ProSe needs to be studied.

X.Y.2
Security threats

If the two UE cannot be mutually authenticated, a peer will connect to an attacker.

If the CP and UP cannot be confidential protected, integrity protected and anti-replay protected, the message can be seen or modified or modified or replayed by an attacker.

X.Y.3
Potential Security requirements
The mutual authentication between two UEs shall be supported.
The signalling in PC5 shall support confidential protection, integrity protection and anti-replay protection.

The user plane in PC5 shall support confidential protection, integrity protection and anti-replay protection.

The user plane in PC5 shall support on-demand security activation.

********** End of Change **********
