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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

NA
3
Rationale

Comparing to LTE ProSe, the UE-to-Network Relay is enhanced in 5G to support commercial case. This may bring new security requirements comparing to LTE Prose where the UE-to-Network Relay is only used in public safety scenario as defined in clause 4.4.3 of TS 23.303[YY]. Public safety enabled UEs can be considered under control by polices or government. When a UE-to-Network Relay is used in commercial case, the UE-to-network Relay may be a commercial UE that could belong to any person. In this case, the trust relationship between remote UE and relay UE is not as strong as the trust relationship between public safety enabled UEs.
4
Detailed proposal

*************** Change 1***************
X.Y
Key Issue #Y: Security of UE-to-Network Relay
X.Y.1
Key issue details

In KI#3 of TR 23.752[xx], the UE maybe be able to access the network via the direct network communication or the indirect network communication as showing in figure x.y.1. The path#1 is direct network communication path and the path#2 and path#3 are indirect network communication paths via different UE-to-network Relays.
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Figure x.y.1
Comparing to LTE ProSe, the UE-to-Network Relay is enhanced in 5G to support commercial case. This may bring new security requirements comparing to LTE Prose where the UE-to-Network Relay is only used in public safety scenario as defined in clause 4.4.3 of TS 23.303[YY]. Public safety enabled UEs can be considered under control by polices or government. When a UE-to-Network Relay is used in commercial case, the UE-to-network Relay may be a commercial UE that could belong to any person. In this case, the trust relationship between remote UE and relay UE is not as strong as the trust relationship between public safety enabled UEs.
X.Y.2
Security threats

If the UE-to-network is used for commercial services, and a remote UE uses this relay to connect to the 5G network. If the UE-to-Network relay knows whatever the remote UE send, and if there is no security protection in the application layer, the UE-to-Network Relay can get everything the remote UE sends.

X.Y.3
Potential Security requirements

Confidentiality protection, Integrity protection and replay-protection shall be supported between the UE and the AN.

********** End of Change **********
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