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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

NA
3
Rationale

In TS 33.303 Prose Function sends discovery key to announce UE for calculating MIC in open discovery. In Restricted discovery, Prose Function also may send DUCK, DUIK, and DUSK to UEs.

In 5G, Prose Function is spitted into different functions. Meanwhile, AKMA has been defined in TS 33.535, and 5G GBA is working in the group. Further, considering different architecture approach, how to provision discovery key(s) to UEs needs to be studied.
4
Detailed proposal

*************** Change 1***************
X.Y
Key Issue #Y: Key issue Keys in ProSe discovery scenario
X.Y.1
Key issue details

In TS 33.303[XX], Prose Function sends discovery key to announce UE for calculating MIC in open discovery. In Restricted discovery, Prose Function also may send DUCK, DUIK, and DUSK to UEs.

In 5G, The functions of Prose Function is spitted into different network functions along with different network architecture approach. Meanwhile, AKMA has been defined in TS 33.535[YY], and 5G GBA is working in the group. Above all are the elements to consider how to calculate discovery key(s) to UEs in 5G Prose.

Following issues need to be addressed in this key issue:

- Which network function derives the discover key.

- How to send the keys to the UEs.

X.Y.2
Security threats

Not applicable

X.Y.3
Potential Security requirements
Not applicable

********** End of Change **********
