3GPP TSG SA WG3 Meeting #100e                            
S3-201750
E-meeting, 17 – 28 August 2020
                         revision S3-20abcd
Source:
Huawei, Hisilicon
Title:
Key issue on Network Information Provisioning to Local Applications with low latency
Document for:
Approval


Agenda Item:
5.9
1 Decision/action requested 
This contribution proposes 
2 References
TR23.748 Study on enhancement of support for Edge Computing in 5G Core network (5GC)
3 Rational
In SA2 TR23.748, several exposure of information to Application Functions deployed in the edge methods are discussed and defined.
Security threat and requirements exposure of information to Application Functions deployed in the edge procedure need to be analysed.
4 Detailed proposal
*************** Start of 1st Change ****************
X.Y 
Key Issue #X: Security of Network Information Provisioning to Local Applications with low latency procedure

X.Y.1 Key issue details
In the solutions for network information provisioning to local application procedure in TR 23.748 [x], the following two ways are proposed to perform network information exposure to local application.
1) UPF exposes the network information (i.e. QoS monitoring) to local AF via Local NEF.
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For this case, the following two alternatives proposed:

a. The EAS/AF subscribes the network information notification according to the blue dashed line path, and the local PSA provisions the networking information to EAS/AF via local NEF (i.e. according to the blue solid line path).
b. The EAS/AF subscribes the network information notification according to the red dashed line path, in this case, the local NEF retrieves the UPF information before subscribing the event from UPF for AF which is not showed in the figure. When the request event happens, the local PSA provisions the networking information also to EAS/AF via local NEF (i.e. according to the blue solid line path).
2) UPF exposes the network information to local AF directly. 
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For this case, the following two alternatives proposed:

a. The EAS/AF subscribes the network information notification according to the blue dashed line path, and the local PSA provisions the networking information to EAS/AF directly (i.e. according to the blue solid line path).
b. The EAS/AF subscribes the network information notification with UPF directly (i.e. according to the red dashed line path).
New interface between UPF and local NEF/local AF/EAS was introduced, we need to study the security issue on the new interface.
X.Y.2
 Security threats
Without authentication and protection, an attacker may eavesdrop or manipulate or replay the communication on the new interface.
X.Y.3
 Potential Security requirements

For the case that UPF exposes the network information to local AF via Local NEF.
· Mutual authentication mechanism between UPF and local NEF shall be supported.

· Confidentiality protection, integrity protection and replay-protection shall be supported on the new interface between UPF and local NEF.
For the case that UPF exposes the network information to local AF directly:
· The UPF enable secure provision of information in the 3GPP network by authenticated and authorized Application Functions.
· Confidentiality protection, integrity protection and replay-protection shall be supported on the new interface between UPF and Application Functions.
*************** End of 1st Change ****************
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